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1.0

Introduction

This user guide is written for system administrators and end-users who intend
to configure the Intelligence Platform Management Interface (IPMI) settings
supported by ASPEED AST2500 Baseboard Management Controller (BMC),
which is integrated into the mainboard.

This document provides detailed information on configuring the BMC settings
supported by the AST2500 controller.

NOTE

All screenshots in this document are provided for illustrative purposes only
and may vary from the actual product due to design changes and bug fixes.
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2.0

BMC Web User Interface Service

2.1

2.1.1

2.1.1.1

The BMC firmware provides an embedded web server that allows users to
configure the BMC settings through the BMC Web User Interface (WebUI)
service. The detailed information is listed in the following sections.

BMC WebUI Login URL

BMC WebUI service supports login the service by URL with either HyperText
Transfer Protocol (HTTP) or HyperText Transfer Protocol Secure (HTTPS)
methods. For security reasons, it is recommended that users use HTTPS to
access the BMC WebUI service.

Configuring BMC IP Address by UEFI BIOS

To access the BMC WebUI service by URL, users can configure or obtain the
BMC IP address from UEFI BIOS.

Obtain BMC IP Address from DHCP mode

Boot to UEFI BIOS SETUP page.

Select the Server Mgmt page.

Select the BMC Network Configuration page.

Obtain BMC IP Address from the field of Station IP Address if
Configuration address source is set to DHCP or

PUNR

Inc.

Manual setting IPMI LAN

Figure 1. BMC Network Configuration Page
5. Obtain the BMC IP address from the UEFI BIOS POST screen or

11



2.1.1.2

Figure 2. BMC IP Address Shown in Screen During UEFI BIOS POST
6. Obtain the BMC IP address from the UEFI BIOS LOGO screen.

Figure 3. Snapshot of BIOS LOGO Screen with BMC IP Address

Setting Static BMC IP Address through UEFI BIOS

Boot to UEFI BIOS SETUP page.

Select the Server Mgmt page.

Select the BMC Network Configuration page.

Navigate to Manual setting IPMI LAN and select the [Yes].

Navigate to Configuration address source and select the [Static].
Once the Configuration address source is Static, the field of Station
IP Address, Current subnet mask, and Current router IP address

auHhWNK
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will display 0.0.0.0 and configurable, which indicates users can fill the
new setting value into these fields. After filling the new value into these
fields, press <F10> to save the values and reboot the system to enable
these configured settings values.

Inc.

Station IP address

Figure 4. Configure BMC Static IP Address

2.2 Username and Password

Once users connect to the BMC WebUI service through the browser, the BMC
WebUI service login page will display on the browser.

13



ASRockRack

Username

Us - English

|:| Remember Username

| forgot my password

Figure 5. BMC WebUI Service Login Page

The fields description is shown as follows:

® Username: Enter the user identifier (UID) of the account to who wants
to log in.

® Password: Enter the password of the account to which wants to log in.

® Language Menu: Changes BMC WebUI supported language.

® Remember Username: Check the box if users want to keep the
username in the browser settings.

® Sign me in: After entering the required credentials, click the Sign me in
to log in to the BMC WebUI service.

e I forgot my password: The user can generate a new password using
this link if the user forgot the password.

® Default Username and Password:
B Username: admin
B Password: admin

NOTE

If the user uses the default username and password to log in to the BMC
WebUI service for the first time, the BMC WebUI service will require the user
to change the password.

14



2.3 Accessing BMC WebUI Service

The BMC WebUI service consists of various items, including menu, graphics,
table, options, and configuration. The detailed information is listed in the
following subsections.

Dashboard conroteane

ASRockRack = A | us-english v| @BoOS ©Sync  CRefresh & admin v

# Home - Dashboard

# Dashboard

@ System Information

0donr
Power-On Hours

Product Information Firmware Information Network Information Details

MB Model Name ROMEDR-2T BMC Firmware Version 32.12.00 MAC Address DO:50:00:F1:A4:2F

BIOS Firmware Version VanetworkMode  DHCP
1Pv4 Address 102.162.36.108
V6NetworkMode  DHCP

3 Remote Control 1PV6 Address

B Image Redirection

Q@ Today (o) Details @ 30days (o) Details @ Sensor Monitoring

& Power Control

All sensors are good now!

= Miscellaneous

# Maintenance @ Currently recovered

® Signout No events for today.. No events for last 30 days..

Figure 6. BMC WebUI Service Main Page
2.3.1 Menu Bar

The Menu Bar provides a group of functional feature tabs for users to
configure the BMC configuration.

The Menu Bar is located on the left side of BMC WebUI.

15



ASRockRack

Host Online D off

# Dashboard

@ Sensor

© system Information

[l Logs & Reports

» |PMI Event Log
# System Log

»  Audit Log

» Videolog

% PostCode Log

» Debug Log

£ Settings

= Remote Control

Image Redirection

Power Control

Miscellaneous

Maintenance

Sign out

Figure 7. Menu Bar
The supported feature tabs are listed in the following:

e Dashboard

Sensor

System Information
Logs and Reports
IPMI Event Log
System Log
Audit Log
Video Log

Post Code log
Debug Log
Settings

Remote Control
Image Redirection
Power Control



2.3.2

2.3.2.1

® Miscellaneous
) Maintenance
® Sign Out

The Host Online/Host Offline icon indicates the system power state is
Power ON/Power Off. Click the icon, then navigate to the Power Control

page.

The UID On/UID Off icon indicates the current UID LED status. Click the
icon, then navigate to the UID Control page.

Quick Link and User Information
The Quick Link and User Information are located in the upper right corner of

BMC WebUI. It provides various functional feature links for users quickly view
the information or change the specific configuration.

= A Us - English | @BIOS ©Sync 2 Refresh L admin ~

admin - Administrator

Profile Sign out

Figure 8. Quick Link and User Information

Quick Links

The supported Quick Links and their actions are listed in the following:

® Message: Click Message (&) Quick Link to quickly view the received
event logs or alert messages in the popup window. Click the message
listed in the popup window, then navigates to the Logs and Reports page
to view the details.

® Notification: Click Notification (&) Quick Link to quickly view the
received notification in the popup window.

° Language Menu: Click Language Menu (|v:s= ) to change the
supported BMC WebUI language.

® BIOS: Click BIOS (#8105) Quick Link to view the BIOS settings.

® Sync: Click Sync (“Syc) Quick Link to turn on/off the sync feature. Turn
on this feature that syncs the latest Sensor and Event Log updates.

® Refresh: Click Refresh (=rmen) Quick Link to reload current page.

17



2.3.2.2

2.3.2.3

2.4

User Information

The User Information shows the logged-in user information.

Click User Information (+-m-) Quick Link to show more information on the
currently logged-in user. The currently logged-in user’s username will show on
the Quick Link.

Click the Profile button in the popup window, then navigate to the User
Management Configuration page of the currently logged-in user.

Click the Sign out button in the popup window, and sign out the current
session.

L admin ~

admin - Administrator

Profile Sign out

Figure 9. User Information and Popup Window

User Privilege

BMC WebUI service provides five user privilege levels for the administrator to
manage user account privilege. The details in the following:

® None: Not allow login and access BMC WebUI Service.

® User: Only perform the allowed commands.

® Operator: All commands are allowed except configuration commands
that can change the behavior of the out-of-band interfaces.

® OEM: All OEM commands are allowed.

® Administrator: All commands are allowed.

Dashboard

BMC Dashboard provides overall information on system status.

To view the Dashboard page, click the Dashboard tab from the menu bar.

18



2.4.1

2.4.2

2.4.3

2.4.4

Dashboard controlpane

0d5he 5

Power-On Hours Pending Deassertions

More info @

Product Information Firmware Information

MB Model Name ROMED&-2T BMC Firmware Version
BIOS Firmware Version
PSP Firmware Version

Microcode Version

Q Today (1) Details Q 30days (ss)

system_event voltage

1 event 63 events

3.18.00

L3.29F

0.C.0.82

0830104d

Details

More info @

Network Information Details

MAC Address D0:50:99:FL:A4:BF

V4 Network Mode  DHCP

|Pv4 Address 192.162.37.6

V6 Network Mode DHCP

IPv6 Address

@ Sensor Monitoring
All sensors are good now!

@ Currently recovered

Figure 10. Dashboard Page

The items on the Dashboard page are described in the following subsections.

Power-On Hours

It indicates the system power-on time and keeps on accumulating when the
system is powered. After flashing a new BMC firmware image, the data of

power-on time to be cleared to zero.

Pending Deassertions

It indicates the number of all pending events which are generated by various
sensors and waiting for de-asserted.

Click the More Info link, then navigate to the Event Log page to view all the

event logs information.

Access Log

It indicates the number of Access Logs which are generated by users

accessing the BMC WebUI.

Click the More Info link then navigate to the Audit Log page to view all of the

access logs information.

Product Information

It lists the names of related components, such as mainboard name, system

name, etc.
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2.4.5

2.4.6

2.4.7

2.4.8

2.5

Firmware Information

It lists related firmware components information such as BMC firmware
version, BIOS firmware version, CPLD firmware version, microcode version,
etc.

Network Information

It lists related network configuration information such as BMC MAC address,
IPv4/IPv6 address, IPv4/IPv6 network mode, etc.

Click the Details link then navigate to the Network IP Settings page to
view more network configuration information or configure network settings.

Today and 30 Days

This item lists all the event logs which are generated by various sensors.

Click the Details link on today and 30 days item then navigate to the Event
Log page to view all event logs, which are filtered by today and 30 days
respectively.

Sensor Monitoring

It lists all the critical sensors on the system.

Click the listed critical sensor, then navigate to the Sensor detail page to view
all information on the selected sensor.

Sensor

The Sensor Reading page provides related information on all sensors in the
system.

To view the Sensor Reading page, click the Sensor tab from the menu bar.
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Sensor Reading Live reading of all sensors

# Home

Sensor Reading

[ Critical Sensors (0)

@2l threshold sensors are normal

[ Discrete Sensor States (9)

Sensor Name

£ Chassisintr

& PROCHOT_CPU
¢ THERMTRIP_CPU
¢ STS_CPU_RDS
© STS_CPU_MCE
@ sTS_PSu1

@ sTS_PSu2

© WATCHDOG2

State

No event assertion

No event assertion

No event assertion

No event assertion

No event assertion

No event assertion

No event assertion

No event assertion

O PowerUnit No event assertion
[ Normal Sensors (35)
Sensor Name Reading Behavior
J VOLT_3VSB 236V
J VOLT_5VSB 492V

Sensor Detail

Figure 11. Sensor Reading Page

Click on the specific sensor from the Sensor Reading page then navigate to
the Sensor detail page to view more information about the selected sensor,

including sensor threshold values, events, and graphical representation.
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2.6.1

# Home - SensorReading - Sensor detail

Sensor detail i iniormation zboutthis sensor

[JTEMP_CPU Sensor Information

b57.014

56 °C
Upper Non-Recoverable MA
45614
Upper Critical 94°C
34214 Upper Nen-Critical 93°C
@
Lower Non-Critical MA
22814
Lower Critical MNA
1144 Lower Non-Recoverable MNA

01 T T n
19:50:04 19:59:56 20:00:24 20:00:37
Time (HH:MM:SS)

[ Sensor Events

o]
Figure 12. Sensor Detail Page
There are six types of threshold values are listed on the page:

Upper Non-Recoverable (UNR)
Upper Critical (UC)

Upper Non-Critical (UNC)
Lower Non-Critical (LNC)
Lower Critical (LC)

Lower Non-Recoverable (LNR)

The event triggered by the selected sensor will be listed in the Sensor Events
group.

System Information

System Information page provides devices information of the system,
including System Inventory, FRU Information, Power, and SMBIOS
information.

# Home System Information

System Information

o o o i

System Inventory FRU Information Power Source SMBIOS Information
Figure 13. System Information Page
The details about each feature are listed in the following.

System Inventory

System Inventory page provides information on devices that are installed in
the host, including Processor, Memory Controller, PCIe Device, PCle function,
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2.6.1.1

2.6.1.2

and Storage.

To view the System Inventory page, click the System Inventory tab from
the System Information page.

The details about each feature are listed in the following.
Processor

Processor page provides various information about each processor installed in
the host.

# Home - System Information - System Inventory

System Inventory

frocesser _ - - -

Processor Info

Id Name Manufacturer MaxSpeedMHz  Model ProcessorArchitecture  ProcessorType Socket EffectiveFamily TotalCores State
DevTypel _CPUQ DevTypel _CPUO Advanced Micro 3400 AMD EPYC 7742 64- XB6 CPU CPUL  AMDEPYCT742 64 Enabled
Devices, Inc. Core Processor, 64-Core Processor
3400 Mhz, 64 Core(s),

128 Logical
Processor(s)

Figure 14. System Inventory Page

The information listed on the page includes

Id

Name
Manufacturer
MaxSpeedMHz
Model
ProcessorArchitecture
ProcessorType
Socket
EffectiveFamily
TotalCores
State

Memory Controller

Memory Controller page provides various information about each memory
module installed in the host.
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# Home - SystemInformation

System Inventory

- i ---

System Inventory

Memory Controller Info

i Name Capacity M8 Manufacturer Serial Number  Part Number State  OperatingSpeed Mhz MemoryType Description AllowedSpeed MHz

DevType2_DIMMT DevType2_DIMMT 0 Unknown Unknown Unknown Absent 0 DDR4 NA NA DIMMO
Devype2_DIMM2 Deviype2_DIMM2 0 Unknown unknown unknown Absent 0 DDR4 NA NA DIMMO
DevType2_DIMM3 DevType2_DIMM3 0 Unknown Unknown Unknown Absent 0 DDR4 NA NA DIMMO
DevType2_DIMML DevType2 DIMM1 65536 Micron Technelogy ~ 26C257CT 36ASFEGT2PZ-3G2E1 Enabled 3200 DDR4 NA NA DIMMO
DevType2_DIMM4 DevType2_DIMM4 0 Unknown Unknown Unknown Absent 0 DDR4 NA NA DIMMO
Deviype2_DIMM6 DevType2 DIMME 0 Unknown unknown Unknown Absent 0 DDR4 NA NA DIMMO
DevType2_DIMM5  DevType2_DIMMS 0 Unknown Unknown Unknown Absent 0 DDR4 NA NA DIMMO
DevType2_DIMMO DevType2 DIMMO 0 Unknown Unknown Unknown Absent 0 DDR4 NA NA DIMM O

Figure 15. Memory Controller Page
The information listed on the page includes

Id

Name

Capacity Mib
Manufacturer
Serial Number
Part Number
State
OperatingSpeed Mhz
Memory Type
Description
AllowedSpeed Mhz
Device Locator

PCIE Device

PCIE Device page provides various information about each PCle device

installed in the host.

# Home - System Information

System Inventory

-_ SeEBee --

Device Locator

System Inventory

PCIE Device Info

Name Description Manufacturer AssetTag DeviceType FirmwareVersion

00_42_00 8086 UNCLSlot 0 80861563(Intel Corporation) LAN MultiFunction NA

Figure 16. PCIE Device Page
The information listed on the page includes

® Name
® Description
® Manufacturer

State

Enabled
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2.6.1.5

AssetTag
DeviceTpye
FirmwareVersion
State

PCIE Function

PCIE Function page provides various information about each PCle device
installed in the host.

# Home - System Information - System Inventory

System Inventory

-_- PO acion -

PCIE Function Info

Id Name Device Linked  Device Class ClassCode Deviceld Vendorld Functionld Revisionld SubSystemid Sub SystemVendorld State
DevType3_LANN_Devindex2C  DevType3_LANN_Devindex2C  00_42_00 NetworkController 0x020000  0x1563  0x8086 0 0x01 0x1563 0x1849 Enabled
DevType3__Devindex2D DevType3__Devindex2D 00_42_00 NetworkController 0x020000  0x1563  0xB086 1 0x0L 0x1563 0x1849 Enabled

Figure 17. PCIE Function Page
The information listed on the page includes

Id

Name

Device Linked
Device Class
Device Code
Device Id
Vendor Id
Revision Id
Sub System Id
Sub System Vendor Id
State

Storage

Storage page provides various information about each storage drive and
storage controller installed in the host.
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# Home - System Information - System Inventory
System Inventory
Storage Drive Info
Name SerialNumber Manufacturer Location Protocol Model Revision EncryptionStatus MediaType State
Information Not Available
Storage Controller Info
Memberld SerialNumber Model FirmwareVersion SpeedGbps State
5 Not Available Not Available Not Available 8 Enabled
2 Not Available Not Available 110 3 Enabled
0 Not Available Not Available 110 3 Enabled
6 Not Available Not Available Not Available 6 Enabled
3 Not Available Not Available Not Available 6 Enabled
4 Not Available Mot Available Not Available 6 Enabled
1 Mot Available Mot Available 110 3 Enabled

Figure 18. Storage Page

The information listed on the page includes:

® Storage Drive
Name
SerialNumber
Manufacturer
Location
Protocol

Model

Revision
EncryptionStatus
MediaType
State

® Storage Controller
Memberld
SerialNumber
Model
FirmwareVersion
SpeedGbps
State

FRU Information

FRU Information page provides various information on BMC FRU devices.
Three types of information are listed on the FRU Information page includes
Chassis Information, Board Information, and Product Information.

To view the FRU Information page, click the FRU Information tab from the

System Information page
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2.6.2.2

-

FRU Information Ffield replacabie Units

Available FRU Devices

Home - System Information

FRU Information

FRU Device ID 0 v
FRU Device Name BMC_FRU
Chassis Information Board Information
Chassis Information Area Format Version 1 Board Information Area Format 1 Product Information
Version Area Format Version
Chassis Type Main Server Chassis
Language 25 Language
Chassis Part Number
Manufacture Date Time Mon Sep 21 21:22:00 Product Manufacturer
Chassis Serial Number 2020
Product Name
Chassis Manufacturer(Extra) Board Manufacturer ASRock Rack Inc.
Product Part Number
Chassis version(Extra) Board Product Name ROMEDSE-2T
Product Version
Chassis asset tag(Extra) Board Serial Number
Product Serial Number
Chassis sku number(Extra Board Part Number R2.01
Asset Tag
Chassis model(Extra) FRU File ID
FRU File ID

Board version(Extra)
product UUID(Extra)
Board asset tag(Extra)
product sku
number{Extra)

product family(Extra)

Figure 19. FRU Information Page
The information listed on the page includes
Available FRU Devices:

° FRU Device ID
° FRU Device Name

Chassis Information
Board Information

Product Information
Chassis Information

Chassis Information Area Format Version
Chassis Type

Chassis Part Number

Chassis Serial Number

Chassis Manufacturer (Extra)

Chassis Version (Extra)

Chassis Asset Tag (Extra)

Chassis SKU Number (Extra)

Chassis Model (Extra)

Board Information

Board Information Area Format Version
Language

Manufacture Date Time

Board Manufacturer

1

25

AsRock Rack Inc.

00

1623920000003

028111b21dd221d26ef6d05099f1248F

27



2.6.2.3

2.6.3

Board Product Name
Board Serial Number
Board Part Number

FRU File ID

Board Version (Extra)
Board Asset Tag (Extra)

Product Information

Product Information Area Format Version
Language

Product Manufacturer
Product Name

Product Part Number
Product Version

Product Serial Number
Asset Tag

FRU File ID

Product UUID (Extra)
Product SKU Number (Extra)
Product Family (Extra)

Power Source

Power Source page provides various information about each system power
supply installed in the host.

To view the Power Source page, click the Power Source tab from the System
Information page
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Power Source

# Home

power_source:system_information

Slotl

Power Supply Status

Power Supply Error

Slot2

Power Supply Status

AC Input Voltage v AC Input Voltage

AC Input Current 0A AC Input Current

AC Input Power ow AC Input Power

DC 12V Output Voltage v DC 12V Output Voltage

DC 12V Qutput Current 0A DC 12V Output Current

DC 12V Output Power ow DC 12V Output Power
Temperature 1 o°C Temperature 1
Temperature 2 o°C Temperature 2

Fan1l 0RPM Fan1

Fan2 0RPM Fan2

DC 12V Max Qutput Voltage ov DC 12V Max Output Voltage
DC 12V Max Output Current 0A DC 12V Max Qutput Current
DC 12V Max Qutput Power ow DC 12V Max Qutput Power
1D 1D

Model Model

Revision Revision

Serial Number

Serial Number

Figure 20. Power Source Page

The information listed on the page includes:

Slot 1 and Slot 2:

Power Supply Status

AC Input Voltage

AC Input Current

AC Input Power

DC 12V Output Voltage

DC 12V Output Current

DC 12V Output Power
Temperature 1
Temperature 2

Fan 1

Fan 2

DC 12V Max Output Voltage
DC 12V Max Output Current
DC 12V Max Output Power
ID

Model

Revision

Serial Number

Power Supply Error
v
oA
ow
ov
QA
ow
0°C
0°C
ORPM
ORPM
ov
oA

ow
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2.6.4

2.7

2.7.1

SMBIOS Information

SMBIOS Information page provides various information about SMBIOS. Refer
to related SMBIOS specifications for more details.

To view the SMBIOS Information page, click the SMBIOS Information tab
from the System Information page

# Home - System Information SMBIOS Information

SMBIOS Information System Management BIOS

pownload binary

Entry = BIOS  System  Board  Chassis

SMBIOS

Name Description
Version 32
Length 31

Maximun structure size 161

Figure 21. SMBIOS Information Page

Click the Download binary button on SMBIOS Information to download the
raw data of SMBIOS.

Logs & Reports

Logs & Reports provides various functional features for users to audit the logs
triggered by multiple devices or conditions.

Supported features are listed in the following subsections including

IPMI Event Log
System Log
Audit Log
Video Log

Post Code Log
Debug Log

The Logs & Reports tab is located at the menu bar, click Log & Reports tab
to expand all the supported features tabs.

IPMI Event Log

IPMI Event Log page provides various event logs information which is
generated by different sensors for users to monitor system status.

To view the IPMI Event Log page, click Logs & Reports tab from the menu
bar to expand the sub-menu bar, then click the IPMI Event Log tab from the
sub-menu bar.
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Event Log Allsensor eventlogs

Filter by Date o - @ | Filterbytype  All Events v Allsensors v Filterbyseverity Al Severities

BMCTimezone (@) Client Timezone UTC Offset: GMT +8:0 Loownload Event Logs LDownload Event Logs Raw Data

Event Log: 73 out of 72 event entries

. B Sensor Sensor EviDir Event Event Event .
EventlD Timestamp Severity GenlD Sensor Name Sensor Type Description
Number TypeCode Type Datal Data2 Data3

Timestamp Clock Synch - Asserted

Monday, April 11th 2022, Event Datal Timestamp Clock Synch
=y Ap Info 000th BIOS 00h  System Event 12h  eh  0sh  ah  fih P Clock Syr

11:14:36am Event Data2 N/A

Event Data3 N/A

Timestamp Clock Synch - Asserted

Event Datal Timestamp Clock Synch

0073

0072 Pre-init Timestamp Info 0001h BIOS ooh ‘System Event 12h 6fh o0sh 00h fih .
Event Data2 N/A

Event Data3 N/A
Timestamp Clock Synch - Asserted
Wednesday, April 6th 2022, Event Datal Timestamp Clock Synch
Y. AP Info o00th BI0S 00h  System Event 1h  eh  0sh  8h  fh P Clock Syr
11:39:;51am Event Data2 N/A
Event Data3 N/A
Timestamp Clock Synch - Asserted
Event Datal Timestamp Clock Synch
0070 Pre-init Timestamp Info 0001h BIOS 00h System Event 1zh 6fh 05h 00h ffh . P o
Event Data2 N/A
Event Data3 N/A
Lower Non-critical - going low - Deasserted
Thursday, March 31st 2022, Event Datal L Non-critical - !
0069 IR . Health 0020h FAN4_1 63h Fan 04h ath 50h 13h 0ah Sl LR =7 TR ) = s o
7:20:46 pm B Event Data2 Reading that triggered event: 1000RPM
Event Data3 Threshold value that triggered event: 1000RPM
Lower Non-critical - going low - Asserted
Thursday, March 3152022, ) Event Datal Lower Non-critical - going low
0068 . ‘Warning 0020h FAN4_1 63h Fan 04h 0th 50h 00h 0ah
7:17:26 pm Event Data2 Reading that triggered event: ORPM
Event Data3 Threshold value that triggered event: 1000RPM
Timestamp Clock Synch - Asserted
Event Datal Timestamp Clock Synch

Thursday, March 315t 2022,
Q06T iacan o

Info 0001h BIOS 0oh ‘System Event 12h 6 0sh 20h fih

Figure 22. IPMI Event Log Page
The fields on the IPMI Event Log page include:

® Filter by Date: Filter the records by specific Start Date and End Date
using Calendar.
Filter by Type: Filter the records by specific Event Type and Sensor

Type.

offset value. The timestamp value will be updated when the option has

been changed.

UTC Offset: Display the current UTC Offset value.

Clear Event Logs: Click the Clear Event Logs button to clear the

records.

® Download Event Logs: Click the Download Event Logs button to
download all records information with the specific data format.

® Download Event Logs Raw Data: Click the Download Event Logs
button to download all records information in the raw data format.

The information listed on the page includes

EventID
Timestamp
Severity

GenlD

Sensor Name
Sensor Number
Sensor Type
Sensor TypeCode
EvtDir Type
Event Datal
Event Data2
Event Data3
Description

BMC and Client Time Zone: Select either one to switch the current UTC
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2.7.3

System Log

System Log page provides various system events information which is
generated by the BMC system.

To view the System Log page, click Logs & Reports tab from the menu bar
to expand the sub-menu bar, then click the System Log tab from the sub-
menu bar.

NOTE

To configure this feature, users can view the Advanced Log Settings page.
Click the Settings tab from the menu bar -> Log Settings -> Advanced
Log Settings.

# Home - System Log

System Log All system event logs

Filter by Date @ - @ Event Category  Alert v

System Log: 1 out of 1 event entries

? ID: 1 January 1st 1970, 8:01:57 am AMID05099F1A48F kernel: kernel - - [ 12.237144] Copyright (c) 2008-2015 American Megatrends Inc. -

0]
Figure 23. System Log Page

The fields on the System Log page include

® Filter by Date: Filter the records by specific Start Date and End Date
using Calendar.

® Event Category: Select the target event to view related events,
including Alert, Critical, Error, Notification, Warning, Debug, Emergency,
and information.

Audit Log

Audit Log page provides user login information log for users to monitor the
BMC WebUI access.

To view the Audit Log page, click Logs & Reports tab from the menu bar to
expand the sub-menu bar, then click the Audit Log tab from the sub-menu
bar.

NOTE

To configure this feature, users can view the Advanced Log Settings page.
Click the Settings tab from the menu bar -> Log Settings -> Advanced
Log Settings.
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# Home - Auditlog

Audit Log #lauditiogs

Filter by Date o - ]

Audit Log: 11 out of 11 event entries

ID: 11 April 11th 2022, T:53:24 pm AMID05099F1A48F spx_restservice: spx_restservice - - [1130: 1130 INFOJhttps Login from IP:192.168.37.54 user:admin -

1D: 10 April 11th 2022, 7:32:13 pm  AMID05099F1A48F spx_restservice: spx_restservice - - [1130: 1130 INFOJHTTPS logout from 1P:192.168.37.54 user:admin -

ID: 9 April 11th 2022, 4:55:24 pm  AMIDO5099F1A48F spx_restservice: spx_restservice - - [1130 : 1130 INFO]https Login from |P:192.168.37.54 user:admin -

ID: & April 11th 2022, 4:53:42 pm  AMID05099F1A48F spx_restservice: spx_restservice - - [1130: 1130 INFOJHTTPS logout from IP:192.168.37.54 user:admin -

ID: 7 April 11th 2022, 4:06:07 pm AMID0O5099F1A48F spx_restservice: spx_restservice - - [1130 : 1130 INFO]https Login from |P:192.168.37.54 user:admin -

ID: 6 April 11th 2022, 4:06:04 pm AMID05093F1A48F spx_restservice: spx_restservice - - [1130 : 1130 WARNING]https Login Failed from IP:192.168.37.54 user:admin -
1D: 5 April 11th 2022, 4:02:42 pm  AMID05099F1A48F spx_restservice: spx_restservice - - [1130: 1130 INFOJHTTPS logout from |P:192.168.37.54 user:admin -

1D: 4 April 11th 2022, 2:31:32 pm  AMIDO5099F1A48F spx_restservice: spx_restservice - - [1130: 1130 INFO]https Login from |P:192.168.37.54 user:admin -

ID: 3 April 11th 2022, 2:31:19 pm  AMID05099F1A48F spx_restservice: spx_restservice - - [1130: 1130 INFOJHTTPS logout from |P:192.168.37.54 user:admin -

ID: 2 April 11th 2022, 2:18:59 pm  AMID05099F1A48F spx restservice: spx restservice --[1130: 1130 INFOThttps Login from IP:192.168.37.54 user:admin - ™

Figure 24. Audit Log Page

The fields on the Audit Log page include

® Filter by Date: Filter the records by specific Start Date and End Date
using Calendar.

Video Log

Video Log provides the feature that records the video when a specific event is
triggered.

To view the Video Log page, click Logs & Reports tab from the menu bar to
expand the sub-menu bar, then click the Video Log tab from the sub-menu
bar.

NOTE

To configure this feature, users can view the Video Trigger Settings. Click the
Settings tab from the menu bar -> Video Recording -> Auto Video
Settings -> Video Trigger Settings.
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Video LUg Allvideo event logs

Filter by Date @ - (0]
Video Log: 2 out of 2 event entries
video_dump_2022y-04m-13d_08h-10m-42s.dat Post Event Recorded on Wednesday, April 13th 2022, 4:10:54 pm l:‘
video_dump_2022y-04m-13d_08h-05m-38s.dat Post Event Recerded on Wednesday, April 13th 2022, 4:05:58 pm E‘
(0]

Figure 25. Video Log Page

Click the record listed on the page to view the recorded video triggered by
events.

The fields on the Video Log page include

® Filter by Date: Filter the records by specific Start Date and End Date
using Calendar.

Delete: Click the Delete () to delete this record and its video.
Download: Click the Download () to save the video file.

Play: Click the Play (&) to view the recorded video.

Pause: Click the Pause () to pause the video.

Close: Click the Close (&) to pause the video play.

Duration: Indicates the playback time ( ) of the video.

Post Code

Post Code page provides the BIOS POST code information for users to monitor

the BIOS POST process and the system power-on status.

To view the Post Code page, click Logs & Reports tab from the menu bar to
expand the sub-menu bar, then click the Post Code Log tab from the sub-
menu bar.

34



# Home - PostCodelog

Post Code LDg All Post Code Logs

Eventlogs

o January 2nd 1970, 4:12:02 am Current Post Codes

BBAS BOFZ 60A6 BOAB ©0B4 BOAC BOCF @0B7 EOFE ADGS EGB1 EG98 EO99 EOBY EOBB EOBB EGBE E0O1 E046 EOO3 EGG2 EB3E
EB3E EO3F EO3E EO3E E@3E EG3E EO3E EG3E EG3F EGB5 EGB4 EGB7 E105 EGD4 EGD5 E@90 E@92 EG91 EOGC4 E102 EBD2 EBC4
EBCD E@D1 E@14 EO15 E@14 E@15 EGBB EGBE EGC4 EBCD EBD1 EB14 EG15 EGBB EGBE EGC4 EBCD E@D1 E@14 EG15 EBBB EBBE
EBC4 EGCD E@D2 EGC4 EGCD E@CC E1C@ E2C@ E3C@ EACe ESCe E6Ce E7C@ EBC@ E1CO E2C6 E3CO E4C@ E5SC@ E6CA EBCe E1Ce
E2Ce E3C8 E4CE ESCE E6Ce E7Ce ESCO E168 EEDe EBC1 EBS51 EB92 EOB4 EOBY EB98 E@99 E323 EOCD E326 EOCT B0BA8 B6BS
EBD2 E@4F EGC4 E102 EBC2 EBC4 EBD3 EOC8 EO4E EBC4 EBCD E155 E@S5 EBS6 E162 E168 E162 EOCY9 EO54 EO59 EBSA EBS57
EB58 EBCA EGC4 EOGCD EGFE 60BO 080B3 BBEA BBED GBEA BBEC BBE9 BOEA BOED BGES BBEA BBED BOE9 BOEA BOED @OEA BBED
BBE9 BOEA BOED ©OE9 BOEA BOEC BOED @OEE GOEE AOGEE OPEE OBEE OOEE 9000 6OFF 86D1 8684 8011 6015 AF18 AF4F AF41
AF43 AF48 AF47 AF42Z AF44 AF48 AF11 A98@ A981 ADSe AF12 AF13 A904 A958 A985 A914 A915 A954 A955 A521 AS522 aC3e
BC3F A955 AC58 AC51 ACE1 ACE® A928 A546 A547 A952 A954 A955 A12B A13F A133 A132 A13B A14F A168 A161 A19A A162
BC39 AD55 ADE5S A902 A9B3 A986 A9@7 ASE4 A9BE A98F A916 ADES A917 A923 AC55 AC98 AC91 AC94 ACES A523 A527 A524
A563 AC56 ACS58 AS525 AS26 AS68 AS69 AS6A AF14 AFSF AFS@ AFS2 AFS5 AFS7 AFS1 AF15 AF76 AF17 A@@4 AB@5 ADES AS36
AF28 AF21 AF18 AF19 AS35 AS27 AS28 ASD2 @@BF A536 A52D A925 B8C3D ACSD AC79 AC98 AC91 AC92 AC93 AC94 AC93 ACY94
AC93 AC94 AC93 AC94 AC93 AC94 AC93 AC94 AC93 AC94 AC93 AC94 AC93 AC94 AC93 AC94 AC93 AC94 ACO93 AC94 AC93 AC94
AC93 AC94 AC93 AC94 AC93 AC94 AC93 AC94 AC93 AC94 AC93 ACY94 ACO3 AC94 AC93 AC94 AC93 AC94 AC95 AC96 A9SE A9SF
AFB7 ASEB AS592 A95A A9SB A992 A992 A999 A991 A992 A992 A992 AQ992 A997 AOB2 A998 A99D A99A A99C A9B4 A998 A9B4
A99D AQ9A AQ9C AQ9D A99A A99C A9B4 A9B4 A9B4 A9B4 A9B4 A998 A9B4 AQ92 AQ99 A992 A972 AQAD AQA2 AQA2 AQAZ AQA2
AQA2 AQAZ AQAZ AQAZ A972 A9AB A9A2 AQA2 AQA2 AQAZ AQAZ AQAZ AQA2 AQAZ AQ92 A972 A9AG AQA2 AQA2 AQA2 AQAZ AQA2
A9A2 AQAZ AQAZ AQ72 AOAD A9A2 AOA2 AQA2 AQA2 A9A2 A9A2 A9A2 AQAZ AQ92 AQBC A98D ABB1 ABGB2 ABGA9 AGAB

Q January 1st 1970, 8:00:00 am Previous Post Codes

GBAT BOA3 BOAZ BOA4 BPAS BOF2 BBA6 BOAB BOB4 BBAC BBCF @BB7 EOFE AD68 EOB1 EP9E8 E@99 EOB7 EOBB EOBB EBBE EBB1

E@46 E@B3 EGB2 EO3E E@3F EB3E E@3F EG3E EG3E EB3E EB3F E@3E EG3E EG3E EO3F E@BS5 EBFA EOB4 EGB7 E185 E@D4 EBDS

E@98 E@92 EG91 EGC4 E182 EBD2 EBC4 EGCD EGD1 E814 EB15 E@14 E@15 EGBB EGBE EBC4 EBCD EGD1 E@14 E@15 EGBB EBBE
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ZDownload Post Code Log

Figure 26. Post Code Page
The fields on the Post Code page include

® Download Post Code Log: Click the Download Post Code Log to save
all BIOS POST code logs.

2.7.6 Debug Log

Debug Log page provides the feature that downloads the debug log file, which
for users to download all debug logs stored in the BMC system and diagnostics
the BMC system status.

To view the Debug Log page, click Logs & Reports tab from the menu bar to
expand the sub-menu bar, then click the Debug Log tab from the sub-menu
bar.

# Home - Debuglog

Debug Log =how

ven

Download Debug Log

Figure 27. Debug Log Page
The fields on the Debug Log page include

® Download Debug Log: Click the Download Debug Log to save all
BMC system debug logs.
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2.8 Settings

Settings page provides various functional features for users to configure all
the BMC supports services, including

Captured BSOD

Date & Time

External User Services
KVM Mouse Setting

Log Settings

Media Redirection Settings
Network Settings

PAM Order Settings
Platform Event Filter
Services

SMTP Settings

SSL Settings

System Firewall

User Management
Video Recording

IPMI Interface

Keep Share NIC Link Up
FAN Settings

Power Restore Policy
Password Settings

To view the Settings page, click the Settings tab from the menu bar.

# Home

Settings Configure BMC options

&) o &5 &

Captured BSOD Date & Time External User Services KVM Mouse Setting

B 8 ao Iz

Log Settings Media Redirection Settings MNetwork Settings PAM Order Settings

Y oA *

Platform Event Filter Services SMTP Settings SSL Settings

2 j 1 | o

System Firewall User Management Video Recording IPMI Interfaces

N b2 Q) ®

Keep Share NIC Link Up FAN Settings Power Restore Policy Password Settings

Figure 28. Settings Page

The details about each feature are listed in the following subsections.

2.8.1 Captured BSOD

Captured BSOD page provides the feature which automatically captures the



Blue Screen of Death (BSOD) when the OS kernel crash.

To view the Captured BSOD page, click the Settings -> Captured BSOD tab
from the menu bar.

Captured BSOD

Last BSOD Screen Captured

-
- -

<
[ ]
©)
B
&
&

Figure 29. BSOD Page

2.8.2 Date & Time

Date & Time page provides the various configuration for users to configure the
date and time on the BMC.

To view the Date & Time page, click the Settings -> Date & Time tab from
the menu bar.
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Date & Time

Note:
Ifthe

# Home - Settings - Date &Time

time zone is selected from the group of Manual offset (GMT/ETC time zones), the interactive map selection feature will be disabled.

The new Time Zone settings will be reflected on the page only after being saved.

Con

figure Date & Time (2}

Select Time Zone Apr 19,2022 7:20:13 AM ( Etc/GMT) - ManualOffset/Etc/GMT o

Automatic NTP Date & Time

Figure 30. Date & Time Page

The fields on the Date & Time page include

® Configure Date & Time: Displays time zone list containing the UTC
offset along with the locations and Navigational line to select the location
which can be used to display the exact local time.

® Select Time Zone: This field is used to set the date and time on the
BMC.

® Automatic Date & Time: To automatically synchronize Date and Time
with the NTP Server.

° Primary NTP Server: To configure a primary NTP server to use when
automatically setting the date and time.

® Secondary NTP Server: To configure a Secondary NTP server to use
when automatically setting the date and time.

® Clock: Click the Clock icon ( °) to manually modify the Date and Time.

® Save: To save the configured settings.

NOTE

If the time zone is selected as Manual Offset, the map selection will be
disabled. The Time Zone settings will be reflected only after saving the
settings.
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2.8.3.1

2.8.3.1.1

External User Services

External User Services page provides three functional feature tabs for users to
configure the external user services, including

® LDAP/E-Directory Settings
® Active Directory Settings
® RADIUS Settings

To view the External User Services page, click the Settings -> External User
Services tab from the menu bar.

# Home - Settings - External User Services

External User Services

& fin .

LDAP/E-Directory Settings Active Directory Settings RADIUS Settings

Figure 31. External User Services Page

The details about each feature are listed in the following subsections.
LDAP/E-Directory Settings

The Lightweight Directory Access Protocol (LDAP)/E-Directory is an application
protocol for querying and modifying data of directory services implemented in
Internet Protocol (IP) networks.

LDAP/E-Directory Settings page provides two functional feature tabs for users
to configure the LDAP settings, including

® General LDAP/E-directory Settings
® Role Groups

To view the LDAP/E-Directory Settings page, click the Settings -> External
User Services -> LDAP/E-Directory Settings tab from the menu bar.

# Home - Seftings - External User Settings

LDAP/E-Directory Settings

& x

General LDAP/E-directory Settings Role Groups

Figure 32. LDAP/E-Directory Settings Page
The details about each feature are listed in the following.

General LDAP/E-Directory Settings

This page provides various options for users to configure the LDAP/E-Directory
Settings.
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To view the General LDAP/E-Directory Settings page, click the Settings ->

External User Services -> LDAP/E-Directory Settings -> General
LDAP/E-Directory Settings tab from the menu bar.

# Home - Settings - External User Settings - LDAP/E-Directory Settings - General LDAP/E-directory Settings

General LDAP/E-directory Settings

Enable LDAP/E-Directory Authentication

Encryption Type
@ noencryption ssL StartTLs

Common Name Type
° IP Address

Server Address
Port

389
Bind DN
Password

Search Base

Attribute of User Login

cn v

Figure 33. General LDAP/E-Directory Settings Page

The fields on the General LDAP/E-Directory Settings page include

® Enable LDAP/E-Directory Authentication: Click this option to enable

LADP/E-Directory Settings.
® Encryption Type: Select the encryption type for LDAP/E-Directory.
B No Encryption
m SSL
m  StartTLS
® Common Name Type: Select the Common Name Type.
B IP Address
m FQDN

® Server Address: Enter the LDAP/E-Directory server address, IPv4 and

IPv6 address format are supported.

NOTE
Enter a FQDN address if using StartTLS with FQDN.

® Port: Specify the LDAP/E-Directory Port.

® Bind DN: The Bind DN is used in bind operations, which authenticates

the client to the server.

® Password: The Bind password is also used in the bind authentication

operations between client and server.
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2.8.3.1.2

® Search Base: The Search Base allows the LDAP/E-Directory server to
find which part of the external directory tree is to be searched

® Attribute of User Login: The Attribute of User Login field indicates to
the LDAP/E-Directory server which attribute should be used to identify
the user.
NOTE
It only supports cn or uid.

® CA certificate file: Select CA Certificate File from the Browse field to
identify the certificate of the trusted CA certs.

® Certificate File: Select the Certificate File to find the client certificate
filename.

® Private Key: Select Private Key to find the client private key filename.

® Save: To save the configured settings.

NOTE

CA Certificate File, Certificate File and Private Key are required, when
SSL or StartTLS is enabled.

Role Groups

This page provides the feature for users to add a new group to the device.

To view the Role Groups page, click the Settings -> External User Services
-> LDAP/E-Directory Settings -> Role Groups tab from the menu bar.

# Home - Seftings - External User Settings - LDAP/E-Directory Settings - Role Groups

Role Groups
None None None None
] a0 )/ )
(1] (1] 1] (1]
[ ] [ ) [ ] [ )
None
Se%
[ ]

Figure 34. Role Groups Slots

Click on the Slot icon (&) then navigate to the Add Role Groups page.
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2.8.3.2

# Home - Settings - External User Settings - LDAP/E-Directory Settings - RoleGroups - Role Groups

Role Groups

Group Name
Group Domain
Group Privilege

KVM Access

VMedia Access

Figure 35. Add Role Groups Page
The fields on the Add Role Groups page include

® Group Name: Enter the Role Group Name. This name identifies the role
group in LDAP/E-Directory.

® Group Domain: Enter the Role Group Domain. This is the domain where
the role group is located.

® Group Privilege: Enter the Role Group Privilege. This is the level of
privilege to be assigned for this role group

® KVM Access: This field used to assign the KVM privilege for this role
group.

® VMedia Access: This field used to assign the VMedia privilege for this
role group.

® Save: To save the configured settings.

Active Directory Settings

Active Directory (AD) is a directory structure used on Microsoft Windows
based computers and servers to store information and data about networks
and domains.

Active Directory Settings page provides two functional feature tabs for users
to configure the Active Directory settings, including

® General Active Directory Settings
® Role Groups

To view the Active Directory Settings page, click the Settings -> External
User Services -> Active Directory Settings tab from the menu bar.
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2.8.3.2.1

# Home - Settings - External User Settings -~ Active Directory Settings

Active Directory Settings

AR § A

General Active Directory Settings Role Groups

Figure 36. Active Directory Settings Page

The details about each feature are listed in the following.

General Active Directory Settings

This page provides various options for users to configure the Active Directory
Settings.

To view the Active Directory Settings page, click the Settings -> External
User Services -> Active Directory Settings -> General Active Directory
Settings tab from the menu bar.

# Home - Settings - External User Settings - Active directory Settings ~ General Active Directory Sett

General Active Directory Settings

Enable Active Directory Authentication
SSL

Secret Username

Secret Password

User Domain Name

Domain Controller Server Address 1
Domain Controller Server Address 2

Domain Controller Server Address 3

Figure 37. General Active Directory Settings Page

The fields on the General Active Directory Settings page include

Enable Active Directory Authentication: Click this option to enable
Active Directory Settings.

SSL: Click this option to enable SSL support.

Secret Username: Specify the Username of an administrator of the
Active Directory Server.

Secret Password: Specify the Password of the administrator.

User Domain Name: Specify the Domain Name for the user e.g.

ngs
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MyDomain.com

® Domain Controller Server Address 1: Enter the IP address of Active
Directory server. IPv4 and IPv6 address format are supported.

® Domain Controller Server Address 2: Enter the IP address of Active
Directory server. IPv4 and IPv6 address format are supported.

® Domain Controller Server Address 3: Enter the IP address of Active
Directory server. IPv4 and IPv6 address format are supported.

® Save: To save the configured settings.

2.8.3.2.2 Role Groups
This page provides the feature for users to add a new group to the device.

To view the Role Groups page, click the Settings -> External User Services
-> Active Directory Settings -> Role Groups tab from the menu bar.

# Home - Settings - Extemal User Settings - Active directory Settings -~ Role Groups

Role Groups
None None None None
() () () ()
(1] (-] ()] ()]
None
0 ®
(1]

Figure 38. Role Groups Slots
Click on the Slot icon (&) then navigate to the Add Role Groups page.

# Home - Settings - External User Settings - Active directory Settings - Role Groups - Role Groups

Role Groups

Group Name
Group Domain
Group Privilege

KVM Access

VMedia Access
Figure 39. Add Role Groups Page
The fields on the Add Role Groups page include

® Group Name: Enter the Role Group Name. This name identifies the role
group in Active Directory.
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® Group Domain: Enter the Role Group Domain. This is the domain where
the role group is located.

® Group Privilege: Enter the Role Group Privilege. This is the level of
privilege to be assigned for this role group

® KVM Access: This field used to assign the KVM privilege for this role
group.

® VMedia Access: This field used to assign the VMedia privilege for this
role group.

® Save: To save the configured settings.

RADIUS Settings

Remote Authentication Dial-In User Service (RADIUS) is a networking protocol
that provides centralized authentication, authorization, and accounting (AAA)
management for users who connect and use a network service.

RADIUS Settings page provides two functional feature tabs for users to
configure the RADIUS settings, including

® General RADIUS Settings
® Advanced RADIUS Settings

To view the RADIUS Settings page, click the Settings -> External User
Services -> RADIUS Settings tab from the menu bar.

# Home - Settings - External User Settings ~ RADIUS Settings

RADIUS Settings

= o

General RADIUS Settings Advanced RADIUS Settings

Figure 40. RADIUS Settings Page

The details about each feature are listed in the following.
General RADIUS Settings

This page provides various options for users to configure the RADIUS
Settings.

To view the General RADIUS Settings page, click the Settings -> External
User Services -> RADIUS Settings -> General RADIUS Settings tab
from the menu bar.
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2.8.3.3.2

# Home - Settings - External User Settings -~ RADIUS Settings General RADIUS Settings

General RADIUS Settings

Enable RADIUS Authentication

Server Address

1812

Secret

Enable KVM Access

Enable VMedia Access

Figure 41. General RADIUS Settings Page

The fields on the General RADIUS Settings page include

Enable RADIUS Authentication: Check this option to enable RADIUS
Authentication.

Server Address: Specify RADIUS Server Address.

Port: Specify the RADIUS Port number.

Secret: Specify RADIUS Server Secret (Password).

Enable KVM Access: This field used to assign the KVM privilege for
authenticated users.

Enable VMedia Access: This field used to assign the VMedia privilege
for authenticated users.

Save: To save the configured settings.

Advanced RADIUS Settings

This page provides various options for users to configure the RADIUS
authorization.

To view the Advanced RADIUS Settings page, click the Settings -> External
User Services -> RADIUS Settings -> Advanced RADIUS Settings tab
from the menu bar.
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2.8.4

Advanced RADIUS Settings

RADIUS Autherization

Administrator

H=4
Operator
H=3
User
H=2
OEM Proprietary
H=1

No Access

H=0

# Home - Settings - External User Settings - RADIUS Settings - Advanced RADIUS Settings

Figure 42. Advanced RADIUS Settings Page

The fields on the Advanced RADIUS Settings page include

KVM Mouse Setting

Administrator: Enter the Vendor-Specific value for Administrator.
Operator: Enter the Vendor-Specific value for Operator.

User: Enter the Vendor-Specific value for User.

OEM Proprietary: Enter the Vendor-Specific value for OEM Proprietary.
No Access: Enter the Vendor-Specific value for No Access.

Save: To save the configured settings.

In the BMC WebUI service, Redirection Console handles mouse emulation
from local window to remote screen in either of three methods: Relative
Mouse mode, Absolute Mouse mode, and Other Mouse mode.

To view the KVM Mouse Settings page, click the Settings -> KVM Mouse

Setting tab from the menu bar.

KVM Mouse Setting

Mouse Mode Configuration

Mouse Mode

Relative Positioning (Linux)

o Absolute Positioning (Windows)

Other Mode (SLES-11 OS Installation)

# Home -~ Settings - KVM Mouse Setting

Figure 43. KVM Mouse Setting Page

The fields on the KVM Mouse Setting page include

Relative Positioning (Linux):

The relative mode sends the calculated

relative mouse position displacement to the server.
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2.8.5.1

® Absolute Positioning (Windows): The absolute position of the local
mouse is sent to the server. Recommended for Windows or later Linux
releases.

® Other Mode (SLES-11 OS Installation): This option sends the
calculated displacement from the local mouse in the center position to
the server.

® Save: To save the configured settings.

Log Settings

Log Settings page provides two functional feature tabs for users to configure
the log policy and advance settings, including

® SEL Log Settings Policy
® Advanced Log Settings

To view the Log Settings page, click the Settings -> Log Settings tab from
the menu bar.

# Home - Settings - Log Settings

Log Settings

e o

SEL Log Settings Policy Advanced Log Settings

Figure 44. Log Settings Page

The details about each feature are listed in the following.
SEL Log Settings Policy

This page provides various options for users to configure the log policy for the
event log.

To view the SEL Log Settings Policy page, click the Settings -> Log Settings
-> SEL Log Settings Policy tab from the menu bar.

# Home - Settings - Log Settings - SEL Log Settings Policy

SEL Log Settings Policy

Log Policy
° Linear Storage Policy Circular Storage Policy

-
Figure 45. SEL Log Settings Policy Page
The fields on the SEL Log Settings Policy page include
® Log Policy
B Linear Storage Policy: Click this option to enable Linear Storage

Policy.
m  Circular Storage Policy: Click this option to enable Circular
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2.8.5.2

Storage Policy.
® Save: To save the configured settings.

Advanced Log Settings

This page provides various options for users to configure the advanced log
settings for the event log.

To view the Advanced Log Settings Policy page, click the Settings -> Log
Settings -> Advanced Log Settings tab from the menu bar.

# Home - Settings -~ LogSettings - Advanced Log Settings

Advanced Log Settings

System Log
Local Log
Remote Log

Port Type
upp TCcP

File Size

50000

Rotate Count

0

Remote Log Server

Remote Server Port

o

Enable Audit Log

Save
Figure 46. Advanced Log Settings Page
The fields on the Advanced Log Settings page include

® System Log: Click this option to enable System Log to view all system
events for this device.
® Local Log: Click this option to save the log locally (BMC).

® Remote Log: Click this option to save the logs in a remote machine.

® Port Type: Port Type is supported with enable Remote Log, select either
UDP or TCP for Remote Log feature used.
m UDP
m TCP

® File Size: Specify the size of the file in bytes if the selected log type is
local.

® Rotate Count: To back up the log information in back up files. When log

information exceeds the file size, the old log information is automatically
moved to back up files based on the rotate count value. If rotate count is
zero, then old log information gets cleared permanently.

NOTE

File Size and Rotate Count options will be available only when Local
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2.8.6.1

Log is enabled.

® Remote Log Server: Specify the Remote server address to log the
system events.

® Remote Server Port: Specify the Remote server port address to log the
system events.

® Enable Audit Log: Click this option to enable Audit Log to view all audit
events for this device.

® Save: To save the configured settings.

Media Redirection

Media Redirection page provides various functional feature tabs for users to
configure the media into BMC for redirection, including

® General Settings

® VMedia Instance Settings
® Remote Session

® Active Redirections

To view the Media Redirection page, click the Settings -> Media Redirection
tab from the menu bar.

Media Redirection

(=) £ o @

General Settings VMedia Instance Settings Remote Session Active Redirections

Figure 47. Media Redirection Page

The details about each feature are listed in the following.

General Settings

This page provides various options for users to configure the general media
settings.

To view the General Settings page, click the Settings -> Media Redirection
-> General Settings tab from the menu bar.

50



General Settings

The fields on the General Settings page include

Remote Media Support
Mount CD/DVD

Share Type for CD/DVD
nfs cifs http

Server Address for CD/DVD Images

Path in server

Domain Name

Username

Password

Same settings for Harddisk Images

Mount Harddisk

Share Type for Harddisk
nfs cifs

Server Address for Harddisk Images

Path in server

Domain Name

Username

Password

Retry Interval

15

Retry Count

3

# Home - Settings - Media Redirection

Figure 48. General Settings Page

General Settings

Remote Media Support: Click this option to enable Remote Media

Support.

Mount CD/DVD: Click this option to enable Mount CD/DVD feature.

Mount Harddisk: Click this opiotn to enable Mount Harddisk feature.

Share Type for CD/DVD: Select Share Type for CD/DVD.

[ nfs
m cifs
m  http
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2.8.6.2

Share Type for Harddisk: Select Share Type for Harddisk.

B Nfs

m cifs

Server Address for CD/DVD Images: Address of the server where the
remote media images are stored.

Server Address for Harddisk Images: Address of the server where
the remote media images are stored.

Path in server: Source path to the remote media images.

Domain Name: Enter the Domain Name if CIFS share type is selected.
Username: Enter the Username if CIFS share type is selected.
Password: Enter the Password if CIFS share type is selected.

Same settings for Harddisk Images: Click this option to be applied
the server information entered for CD/DVD media type to the Hard disk
remote media type as well.

Retry Interval: Enter the retry interval to reconnect RMedia.

Retry Count: Enter the retry count to reconnect RMedia.

Save: To save the configured settings.

VMedia Instance Settings

This page provides various options for users to configure the Virtual Media
device settings.

To view the VMedia Instance Settings page, click the Settings -> Media
Redirection -> VMedia Instance Settings tab from the menu bar.

# Home - Settings - Media Redirection - VMedia Instance Settings

VMedia Instance Settings

CD/DVD device instances

1

Hard disk instances

1

Remote KVM CD/DVD device instances

1

Remote KVM Hard disk instances

1

B save

Figure 49. VMedia Instance Settings Page

The fields on the VMedia Instance Settings page include

CD/DVD device instances: Select the number of CD/DVD devices that
are to be supported for Virtual Media redirection.

Hard disk instances: Select the number of Hard disk devices to be
supported for Virtual Media redirection.

Remote KVM CD/DVD device instances: Select the number of Remote
KVM CD/DVD devices that are to be supported for Virtual Media
redirection

Remote KVM Hard disk instances: Select the number of Remote KVM
Hard disk devices to be supported for Virtual Media redirection.
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® Save: To save the configured settings.

Remote Session

This page provides various options for users to configure the Remote Session
configuration settings.

To view the Remote Session Settings page, click the Settings -> Media
Redirection -> Remote Session tab from the menu bar.

# Home - Settings - Media Redirection Remote Session
Remote Session

KVM Client Type
° JViewer/H5Viewer VNC

KVM Single Port Application

Keyboard Language

Auto Detect (AD) v

Virtual Media Attach Mode

Auto Attach v

Retry Count

3

Retry Time Interval({Seconds)

10
Server Monitor OFF Feature Status

Automatically OFF Server Monitor, When KVM Launches

Save
Figure 50. Remote Session Page

The fields on the Remote Session page include

® KVM Client Type: Select either JViewer/H5Viewer or VNC for KVM

Client.
® JViewer/H5Viewer
HE VNC

® KVM Single Port Application: Click this option to enable Single Port
Application support in BMC.

® Keyboard Language: Select the Keyboard Language.

® Virtual Media Attach Mode: Select the Virtual Media Attach Mode.

® Retry Count: Number of times to be retried when a KVM failure occurs.
Retry count ranges from 1 to 20.

® Retry Time Interval (Seconds): Number of seconds to wait for
subsequent retries. Time interval ranges from 5 to 30 seconds.

® Server Monitor OFF Feature Status: Click this option to enable the
Server Monitor OFF feature. Users can Lock or Unlock the local host
monitor from the remote KVM window if this feature is enabled.

® Automatically OFF Server Monitor, When KVM Launches: Click this
option to enable this feature.

® VNC Connection Types: Select either VNC over SSH or VNC on Stunnel
for VNC Connection.
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2.8.7

B VNC over SSH
B VNC over Stunnel
® Save: To save the configured settings.

Active Redirections

This page provides various options for users to configure the Remote Session
configuration settings.

To view the Active Redirections page, click the Settings -> Media
Redirection -> Active Redirections tab from the menu bar.

# Home Image Redirection Remote Media

Remote Media emulate co/oVD/HDD images in the network to host as madia through BMC

& Refresh Image List

Media Type Media Instance Image Name Redirection Status Connected Server Session Index

CD/DVD 0 Rocky-8.5- Started with media boost 0 ]
x86_64-dvdl.iso

Figure 51. Active Redirections Page

The fields on the Active Redirections page include

® Media Type: The type Media devices supported for Active Redirections.

® Maedia Instance: The number of Media devices supported for Active
Redirections.

® Image Name: The name of Media devices supported image for Active
Redirections.

® Redirection Status: The status Media for Active Redirections.

® Connected Server Session Index: Indicates the number of connected
server session index.

® Play: Click Play ( = ) button to redirect the selected image.

® Stop: Click Stop ( =~ ) button to stop the remote image redirection.

® Clear: Click Clear ( = ) button to clear the selected image from the
BMC.

® Refresh Image List: Click Refresh Image List (C*) to get the latest
list of Images from the Remote storage server.

® Sync Image Status: Click Sync Image Status (<¥) to Turn on/off the
redirection status of Images from the BMC.

Network Settings

Network Settings page provides various options for users to configure the
network settings for the available LAN channels, including

® Network IP Settings
® Network Bond Configuration
® DNS Configuration

To view the Network Settings page, click the Settings -> Network Settings
tab from the menu bar.
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# Home - Seftings - Network Settings

Network Settings

i ¥ =

Network IP Settings Network Bond Configuration DNS Configuration

Figure 52. Network Settings Page

The details about each feature are listed in the following.
Network IP Settings

This page provides various options for users to configure the Network IP
Settings.

To view the Network IP Settings page, click the Settings -> Network
Settings -> Network IP Settings tab from the menu bar.
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# Home - Settings -~ Network - Network IP Settings

Network IP Settings

Enable LAN

LAN Interface

ethd v

MAC Address

D0:50:99:F1:A4:8F

Enable IPv4
Enable IPv4 DHCP

IPv4 Address

192.168.37.17

I1Pv4 Subnet

255.255.254.0

IPv4 Gateway

192.168.36.1

Enable IPv6
Enable IPv6 DHCP

IPVE Index

0 ~

IPv6 Address

Subnet Prefix Length

o

IPv6 Gateway

Enable VLAN

VLAN ID

0

VLAN Priority

0

Figure 53. Network IP Settings Page

The fields on the Network IP Settings page include

® Enable LAN: Click this option the enable LAN support for the interface.

® LAN Interface: Lists the supported LAN interface, select the LAN
interface to be configured.

® MAC Address: Indicates the selected LAN interface MAC address.

® Enable IPv4: Click this option to enable IPv4 support for the selected
interface.

® Enable IPv4 DHCP: Click this option to dynamically configure IPv4
address using Dynamic Host Configuration Protocol (DHCP).

® IPv4 Address: If DHCP is disabled, specify a static IPv4 for the
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interface.

® IPv4 Subnet: If DHCP is disabled, specify a static Subnet Mask.

® IPv4 Gateway: If DHCP is disabled, specify a static Default Gateway.

® Enable IPv6: Click this option to enable IPv6 support for the selected
interface.

® Enable IPv6 DHCP: Click this option to dynamically configure an IPv6
address using Dynamic Host Configuration v6 Protocol (DHCPv6).

® IPv6 Index: Select the IPv6 Index.

® IPv6 Address: Specify a static IPv6 address for the selected interface.

® Subnet Prefix Length: Specify the subnet prefix length for the IPv6
settings.

® IPv6 Gateway: Specify an IPv6 gateway for the selected interface.

® Enable VLAN: Click this option to enable VLAN support for the selected
interface.

® VLAN ID: Specify an ID for this VLAN configuration.

® VLAN Priority: Specify the priority for VLAN configuration.

® Save: To save the configured settings.

Network Bond Configuration

This page provides various options for users to configure the Network Bond
Configuration settings.

To view the Network IP Settings page, click the Settings -> Network
Settings -> Network Bond Configuration tab from the menu bar.

Network Bond Configuration

Enable Bonding

Bond Mode

active-backup

Figure 54. Network Bond Configuration Page

The fields on the Network Bond Configuration page include

® Enable Bonding: Click this option to enable bonding for the network
interfaces.

® Bond Mode: This field displays the Network bonding mode in effect.

® Save: To save the configured settings.

DNS Configuration

The Domain Name System (DNS) is a distributed hierarchical naming system
for computers, services, or any resource connected to the Internet or a
private network.

This page provides various options for users to configure the DNS
Configuration settings.



To view the Network IP Settings page, click the Settings -> Network
Settings -> DNS Configuration tab from the menu bar.

DNS Configuration

DHS Enabled

mDNS Enabled

Host Name Setting
@ rutomatic Manusl

Host Hame

AMIDOSOPIFLAIEF
BMC Registration Settings

BMC Interface:

o
Regiter Buc

Registration method:
@ nsupdate DHCP Client FQDN Hostname

BMC Interface:

eth1
Register BMC

Registration method:
Hsupdate DHCP Client FQDN Hostname

Both

Ethd TSIG Configuration
151G Authentication Enabled

Current TSIG Private File info

Not Available

New TSIG Private File

Eth] TSIG Configuration
751G Authentication Enabled

New TSIG Private File

Domain Setting

@ sutomatic Manuzl

Domain Interface

eth_vi

Domain Name Server Setting
@ nutomatic Manual

DNS Interface

1P Priority

© e ew

Figure 55. DNS Configuration Page

The fields on the DNS Configuration page include

® DNS Enabled: Click this option to enable all DNS services.

mDNS Enabled: Click this option to enable Multicast DNS services.

® Host Name Setting: Select either Automatic or Manual settings.
B Automatic
B Manual

® Host Name: Indicates Host Name of device. If Host Name Settings is
Manual, specify the host name of device.

BMC Registration Settings:
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® BMC Interface: Options to register the BMC through the Interface (EthO
and Ethl).

EthO and Eth1:

® Register BMC: To register BMC through registration method.
® Registration method: Options to register the BMC through the below
registration methods.
B Nsupdate: Register with the DNS server using the nsupdate
application.
B DHCP Client FQDN: Register with the DNS server using DHCP
option 81.
m Hostname: Register with the DNS server using DHCP option 12.

EthO and Eth1 TSIG Configuration:

® Both: Click this option to modify TSIG authentication for both interfaces.

® TSIG Authentication Enabled: Click this option to enable TSIG
authentication while registering DNS via nsupdate. Separate TSIG files
can be uploaded for each LAN interface.

® Current TSIG Private File Info: The information of Current TSIG
private file along with its up-loaded date/time will be displayed.
® New TSIG Private File: Browse and navigate to the TSIG private file.

® Domain Setting: Select whether the domain interface will be configured
manually or automatically.
B Automatic: If Automatic is selected, the Domain Name cannot be
configured as it will be done automatically. The field will be disabled.
B Manual: If Manual is selected, specify the domain name of the
device.
® Domain Interface: Indicates the domain name of the device.
DNS Interface: Specify the interface to be used.
® IP Priority:
m  IPv4: If IPv4 is selected, it will have 2 IPv4 DNS servers and 1 IPv6
DNS server.
m  IPv6: If IPv6 is selected, it will have 2 IPv6 DNS servers and 1 IPv4
DNS server.
® DNS Server 1, 2, and 3: Specify the DNS server address to be
configured for the BMC.

NOTE

IPv4 and IPv6 address format are supported.

® Save: To save the configured settings.

PAM Order Settings

Pluggable authentication module (PAM) is a mechanism to integrate multiple
low-level authentication schemes into a high-level application programming
interface (API).

PAM Order Settings page provides the options for users to configure the PAM
ordering for user authentication in to the BMC.

To view the PAM Order Settings page, click the Settings -> PAM Order
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Settings tab from the menu bar.

# Home - Settings - PAM Order

PAM QOrder

PAM Authentication Order

IPMI
LDAP
ACTIVE DIRECTORY

RADIUS

Figure 56. PAM Order Settings Page

The fields on the PAM Order Settings page include

® PAM Module: lists the available PAM modules supported in the BMC.
Select the required PAM module and click and drag the required PAM
module. It can be moved UP or DOWN to change its arrangement order.
® Save: To save the configured settings.

Platform Event Filters

Platform Event Filter (PEF) provides a mechanism for configuring the BMC to
take selected actions on event messages that it receives or has internally
generated. These actions include operations such as system power-off, syste
reset, as well as triggering the generation of an alert.

Platform Event Filters page provides various functional feature tabs for users
to configure the PEF feature, including

° Event Filters
® Alert Policies
) LAN Destinations

To view the Platform Event Filters page, click the Settings -> Platform
Event Filters tab from the menu bar.

m

# Home - Settings Platform Event Filters

Platform Event Filters

> JAL nd

Event Filters Alert Policies LAN Destinations

Figure 57. Platform Event Filters Page

The details about each feature are listed in the following.
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Event Filters

A PEF implementation is recommended to provide at least 40 entries in the
event filter table. A subset of these entries should be pre-configured for
common system failure events, such as over-temperature, power system
failure, fan failure events,

To view the Event Filters page, click the Settings -> Platform Event Filters
-> Event Filters tab from the menu bar.

# Home - Settings - Platform EventFilters -~ Event Filters
Event Filters
QOAll @ configured O UnConfigured

o o o o
PEF ID: 1 {Disabled) PEF ID: 2 {Disabled) PEF ID: 3 {Disabled) PEF ID: 4 (Disabled)
when All Sensors when All Sensors when All Sensors when All Sensors
switches to any severity switches to any severity switches to any severity switches to any severity
run Alert (1) & none run Alert (2) & none run Alert (3) & none run Alert (4) & none

L] L] L] L]
PEF ID: 5 (Disabled) PEF ID: 6 (Disabled) PEF ID: 7 (Disabled) PEF ID: 8 (Disabled)
when All Sensors when All Sensors when All Sensors when All Sensors
switches to any severity switches to any severity switches to any severity switches to any severity
run Alert (5) &none run Alert (6) &none run Alert (7) &none run Alert (8) &none

] ] ] ]
PEF ID: 9 (Disabled) PEF ID: 10 (Disabled) PEF ID: 11 (Disabled) PEF ID: 12 (Disabled)
when All Sensors when All Sensors when All Sensors when All Sensors
switches to any severity switches to any severity switches to any severity switches to any severity
run Alert (9) & none run Alert (10) & none run Alert (11) & none run Alert (12) & none

o o o
PEF ID: 13 (Disabled) PEF ID: 14 (Disabled) PEF ID: 15 (Disabled)
when All Sensors when All Sensors when All Sensors
switches to any severity switches to any severity switches to any severity
run Alert (13) & none run Alert (14) & none run Alert (15) & none

Figure 58. Platform Event Filters Slot List Page
The fields on the Event Filters page include

® All: Click this option to lists all slots.
® Configured: Click this option to lists all configured slots.
® Unconfigured: Click this option to lists all unconfigured slots.

Click on the Event Filters Slot icon (») then navigate to the Event Filter
Configuration page.

Click on the Delete icon (@) on the top right corner of Event Filters Slot to
directly to delete a slot from the list.
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# Home - Settings - Platform Event Filters - Event Filters

Event Filter Configuration

Enable this filter

Event severity to trigger

Any severity -
Event Filter Action Alert

Power Action

Mone v

Alert Policy Group Number

1 v

Raw Data

Generator ID 1

255

Generator ID 2

255

Generator Type

Slave Software

Slave Address/Software ID

Channel Number

0 v

IPMB Device LUN

0 v
Sensor type

All Sensors v
Sensor name

All Sensors v

Event Options

All Events M

Event trigger

255

Event Data 1 AND Mask

o

Event Data 1 Compare 1

o

Event Data 1 Compare 2

o

Event Data 2 AND Mask

o

Event Data 2 Compare 1

o

Event Data 2 Compare 2

o

Event Data 3 AND Mask

o

Event Data 3 Compare 1

o

Event Data 3 Compare 2

o

Figure 59. Event Filters Configuration Page

Event Filter Configuration
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The fields on the Event Filters Configuration page include

Enable this filter: Click this option to enable the PEF settings.

Event severity to trigger: Select any one of the Event Severity from
the drop-down list.

Event Filter Action Alert: Click this option to enable PEF Alert action.
Power Action: Select any one of the Power Action either Power down,
Power reset or Power cycle from the drop-down list.

Alert Policy Group Number: Select any one of the configured Alert
Policy Group Number from the drop-down list.

NOTE

Alert Policy has to be configured under Settings -> Platform Event
Filters -> Alert Policies.

Raw Data: Click this option to enter the Generator ID with raw data.

Generator ID 1: Specify the raw generator ID1 data value.

Generator ID 2: Specify the raw generator ID2 data value.

Generator Type:

B Slave: Select Slave if event was generated from IPMB.

B Software: Select Software if event was generated from system
software.

Slave Address/Software ID: Specify corresponding I12C Slave Address

or System Software ID.

Channel Number: Select the particular channel number through which

the event message is received over. Choose '0' if the event message is

received via the system interface, primary IPMB, or internally generated

by the BMC.

IPMB Device LUN: Select the corresponding IPMB Device LUN if event is

generated by IPMB.

Sensor Type: Select the type of sensor that will trigger the event filter

action.

Sensor Name: Select the particular sensor from the sensor list.

Event Options: Select event option to be either All events or Sensor

specific events.

Event Trigger: This field is used to give Event/Reading type value. Value

ranges from 0 to 255.

Event Data 1 AND Mask: This field is used to indicate wildcarded or

compared bits. Value ranges from 0 to 255.

Event Data 1 Compare 1: This field is used to indicate whether each bit

position's comparison is an exact comparison or not.

Event Data 1 Compare 2: This field is used to indicate whether each bit

position's comparison is an exact comparison or not. Value ranges from 0

to 255.

Event Data 2 AND Mask and Event Data 3 AND Mask: These fields

are similar to Event Data 1 AND Mask.

Event Data 2 Compare 1 and Event Data 3 Compare 1: These fields

are similar to Event Data 1 Compare 1.

Event Data 2 Compare 2 and Event Data 3 Compare 2: These fields

are similar to Event Data 1 Compare 2.

Delete: To delete the existing filter.

Save: To save the configured settings.
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Alert Policies

This page provides the feature for users to configure the Alert Policy for PEF

configuration.

To view the Alter Policies page, click the Settings -> Platform Event Filters
-> Alter Policies tab from the menu bar.

Alert Policies

Group: 1 (Disabled)
Always send alert to this
destination

LAN Channel: 1
Sent To: 0

Group: 5 (Disabled)

Always send alert to this
destination
LAN Channel: 1

Sent To: 0

Group: 9 (Disabled)

Always send alert to this
destination
LAN Channel: 1

SentTo: 0

Group: 13 (Disabled)

Always send alert to this
destination
LAN Channel: 1

Sent To: 0

Group: 2 (Disabled)

Always send alert to this
destination
LAN Channel: 1

Sent To: 0

Group: 6 (Disabled)

Always send alert to this
destination
LAN Channel: 1

Sent To: 0

Group: 10 {Disabled)
Always send alert to this
destination

LAN Channel: 1

I e >N b AR b

SentTo: 0

O e =N = o R oo R oo

Group: 2 (Disabled)

Always send alert to this
destination
LAN Channel: 1

Sent To: 0

Group: 6 (Disabled)

Always send alert to this
destination
LAN Channel: 1

Sent To: 0

Group: 10 (Disabled)

Always send alert to this
destination
LAN Channel: 1

Sent To: 0

Group: 14 (Disabled)

Always send alert to this
destination
LAN Channel: 1

Sent To: 0

Group: 3 (Disabled)

Always send alert to this
destination
LAN Channel: 1

Sent To: 0

Group: 7 (Disabled)

Always send alert to this
destination
LAN Channel: 1

Sent To: 0

Group: 11 (Disablad)

Always send alert to this
destination
LAN Channel: 1

Sent To: 0

I = b Y i L

L\

# Home

Group: 3 (Disabled)

Always send alert to this
destination
LAN Channel: 1

Sent To: 0

Group: T (Disabled)

Always send alert to this
destination
LAN Channel: 1

Sent To: 0

Group: 11 {Disabled)

Always send alert to this
destination
LAN Channel: 1

SentTo: 0

Group: 15 [Disabled)

Always send alert to this
destination
LAN Channel: 1

Sent To: 0

Group: 4 (Disabled)

Always send alert to this
destination
LAN Channel: 1

Sent To: 0

Group: 8 (Disabled)

Always send alert to this
destination
LAN Channel: 1

Sent To: 0

Group: 12 {Disabled)

Always send alert to this
destination
LAN Channel: 1

SentTo: 0

Figure 60. Alert Policies Page

Platform Event Filters
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Alert Policies

Group: 4 (Disabled)

Always send alert to this
destination
LAN Channel: 1

Sent To: 0

Group: 8 (Disabled)

Always send alert to this
destination
LAN Channel: 1

Sent To: 0

]
Group: 12 (Disabled)

Always send alert to this
destination
LAN Channel: 1

Sent To: 0

Group: 1 (Disabled)

Always send alert to this
destination
LAN Channel: 1

Sent To: 0

Group: 5 (Disabled)

Always send alert to this
destination
LAN Channel: 1

Sent To: 0

Group: 9 (Disabled)

Always send alert to this
destination
LAN Channel: 1

Sent To: 0

]
Group: 13 (Disabled)

Always send alert to this
destination
LAN Channel: 1

Sent To: 0

Click on the Alert Policy Slot icon (£') then navigate to the Alert Policies

Configuration page.

Click on the Delete icon () on the top right corner of Alert Policy Slot to
directly to delete a slot from the list.
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# Home - Settings - Platform Event Filters - Alert Policies Alert Policies

Alert Policies

Alert Policies

Policy Group Number

Enable this alert

Policy Action

Always send alert to this destination 4

LAN Channel

Destination Selector

Event Specific Alert String

Alert String Key

v

|

Figure 61. Alert Policies Configuration Page

The fields on the Alert Policies Configuration page include

Policy Group Number: Indicates the policy group number of the
configuration.

Enable this alert: Click this option to enable this alert policy.

Policy Action: Select any one of the Policy Action set from the list.

LAN Channel: Select a particular channel from the available channel list.
Destination Selector: Select a particular destination from the
configured destination list.

NOTE

LAN Destination has to be configured under Settings ->Platform Event
Filters -> LAN Destinations.

Event Specific Alert String: Specify an event-specific Alert String.
Alert String Key: Specify which string is to be sent for this Alert Policy
entry.

Delete: To delete the configured Alter Policy.

Save: To save the configured settings.

LAN Destinations

This page provides the feature for users to configure the LAN Destinations for
PEF configuration.

To view the LAN Destinations page, click the Settings -> Platform Event
Filters -> LAN Destinations tab from the menu bar.
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LAN Destinations

Select the LAN Channel 1 ~

|~ LAN Channel: 1 |~ LAN Channel: 1

LAN Destination: 1 LAN Destination: 2
SNMP Trap SNMP Trap
Sent To: Sent To:

LAN Destination: 5 LAN Destination: &
SNMP Trap SNMP Trap
Sent To: Sent To:

|~ LAN Channel: 1 |~ LAN Channel: 1

|~ LAN Channel: 1 |~ LAN Channel: 1

LAN Destination: 9 LAN Destination: 10
SNMP Trap SNMP Trap
Sent To: Sent To:

|~ LAN Channel: 1 |~ LAN Channel: 1

LAN Destination: 13 LAN Destination: 14
SNMP Trap SNMP Trap
Sent To: Sent To:

Figure 62. LAN Destinations Page

[

[

[

[

# Home - Settings

LAN Channel: 1
LAN Destination: 2
SNMP Trap

Sent To:

LAN Channel: 1
LAN Destination: 7
SNMP Trap

Sent To:

LAN Channel: 1
LAN Destination: 11
SNMP Trap

Sent To:

LAN Channel: 1
LAN Destination: 15
SNMP Trap

Sent To:

The fields on the LAN Destinations page include

o

o

o

Flatform Event Filters

LAN Channel: 1
LAN Destination: 4
SNMP Trap

Sent To:

LAN Channel: 1
LAN Destination: &
SNMP Trap

Sent To:

LAN Channel: 1
LAN Destination: 12
SNMP Trap

Sent To:

° Select the LAN Channel: To select the LAN Channel number.

Click on the LAN Destination Slot icon (*) then navigate to the LAN

Destination Configuration page.

LAN Destinations

Click on the Mail icon (B) on the bottom right corner of LAN Destination Slot

to send a test alert mail.
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# Home - Settings - Platform Event Filters - LAN Destinations LAN Destination Configuration

LAN Destination Configuration

LAN Channel

1

LAN Destination

1

Destination Type
Q SNMP Trap E-Mail

SNMP Destination Address
BMC Username
Email Subject

Email Message

Figure 63. LAN Destinations Configuration Page

The fields on the LAN Destinations Configuration page include

LAN Channel: Indicates the LAN Channel Number of the selected slot
LAN Destination: Indicates the Destination number of the selected slot

Destination Type: Destination type can be either an SNMP Trap or an E-

mail alert.

B SNMP Trap: If SNMP Trap is selected, then give the IP address of
the system that will receive the alert.

®m  E-Mail: If E-Mail is selected, then choose the user to whom the
email alert has to be sent.

SNMP Destination Address: Specify the IP address of the system that

will receive the alert. IPv4 and IPv6 IP address format are supported.

BMC Username: Select the user to whom the email alert has to be sent.

Email Subject and Email Message: An email will be sent to the

configured email address of the user in case of any severity events with a

subject specified in subject field and will contain the message field's
content as the email body.

NOTE
These fields are not applicable for 'AMI-Format' email users.

Save: To save the configured settings.

Services

This page provides the information about services running in the BMC. Only
administrator can modify the service.

To view the Services page, click the Settings -> Services tab from the menu



bar.

# Home - Settings

Services

Service ¥ Status = Interfaces ¥ Secure Port Timeout & Maximum Sessions

web Active both 113 1800 20 _
lvm Active both 7582 1800 2 _
cd-media Active both 5124 N/A 4 _
hd-media Active both 5127 N/A F -
ssh Active NA 2 60 N/A -
solssh Inactive both N/A 60 N/A =
nc Active NA 5901 500 2 -

Figure 64. Services Page

The fields on the Services page include

Service: Indicates the service name of selected slot.

Status: Indicates the current status of the service, either active or
inactive state.

Interfaces: Indicates the interface in which service is running.
Secure Port: Indicates the secure port number for the service.
Timeout: Indicates the session timeout value of the service.

for the service.

Click on the Edit icon (H) then navigate to Service Configuration page to
modify the services configuration.

Sarvices

Maximum Session: Indicates the maximum number of allowed sessions

Click on the View icon ( - ) then navigate to Service Sessions page to view or

terminate the connected session for this service.
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# Home - Seftings - Services - Senvice Configuration

Service Configuration

Service Name

web

Active

Interface Name

both v

Secure port

443

Timeout

1800

Maximum Sessions

20

Figure 65. Services Configuration Page
The fields on the Services Configuration page include

® Service Name: Indicates the name of selected service.

® Active: Indicates the current status of the service, either active or
inactive. Click this option to activate the service.

® Interface Name: Indicates the interface on which the service is running

® Secure port: Used to configure secure port numbers for the services.

® Timeout: Specify the timeout value.
® Maximum Sessions: Indicates the maximum number of allowed

sessions for the service.
® Save: To save the configured settings.

# Home - Settings - Services Service Sessions

Service Sessions
Active Session - Web

Session ID 3 Session Type UseriD % User Name % ClientIP 3 Privilege 3

20 Web HTTPS 2 admin 192.168.37.54 Administrator \ ‘

Figure 66. Services Sessions Page
The fields on the Services Sessions page include

Session ID: Indicates the ID number of this session.

Session Type: Indicates the type of the active sessions.

User ID: Indicates the ID number of the user.

User Name: Indicates the name of the user.

Client IP: Indicates the IP addresses that are already configured for the
active sessions.

® Privilege: Indicates the access privilege of the user.

Click on the Terminate icon (E) to terminate the particular session of the
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service.

SMTP Settings

SMTP Settings

Simple Mail Transfer Protocol (SMTP) is an internet standard communication
protocol for electronic mail transmission.

This page provides various options for users to configure the SMTP settings of
the device.

To view the SMTP Settings page, click the Settings -> SMTP Settings tab
from the menu bar.

# Home - Settings - SMTP Settings

Default Setting

LAN Interface

bond0

Sender Email ID

Primary SMTP Support

Primary Server Name / Domain

Primary Server IP

Primary SMTP port

25

Primary Secure SMTP port

465
Primary SMTP Authentication

Primary Username

Primary Password

Primary SMTP SSLTLS Enable

Primary SMTP STARTTLS Enable

Secondary SMTP Support

Figure 67. SMTP Settings Page

The fields on the SMTP Settings page include

Default Setting: Click this option to enable all parameters use default

values.

LAN Interface: Indicates the list of LAN channels available.
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® Sender Email ID: To specify a valid 'Sender Email ID' on the SMTP
Server.

Primary and Secondary SMTP Support:

® SMTP Support: Click this option to enable SMTP support for the BMC.
® Server Name / Domain: To specify the 'Machine Name' of the SMTP
Server.
Server IP: To specify the 'IP address' of the SMTP Server.
SMTP port: To specify the SMTP Port.
Secure SMTP port: To specify the SMTP Secure Port.
SMTP Authentication: Click this option 'Enable’' to enable SMTP
Authentication.
Username: To specify the username required to access SMTP Accounts.
Password: To specify the password for the SMTP User Account.
® SMTP SSLTLS Enable: Click this option t enable the SMTP SSLTLS
protocol.
e SMTP STARTTLS Enable: Click this option to enable the SMTP
STARTTLS protocol.
B Upload SMTP CA Certificate File: Use Browse button to navigate
to upload CACERT. CACERT key file should be of pem type.
m  Upload SMTP Certificate File: Use Browse button to navigate to
upload CERT. CERT key file should be of pem type.
®H  Upload SMTP Private Key: Use Browse button to navigate to
upload SMTP KEY. SMTP key file should be of pem type.

SSL Settings

The Secure Socket Layer (SSL) protocol is a networking protocol designed for
securing connections between web clients and web servers over an insecure
network. The protocol uses a third party, a Certificate Authority (CA), to
identify one end or both end of the transactions.

SSL Settings page provides various functional feature tabs for users to
monitor or configure the SSL settings value, including

® View SSL Certificate
® Generate SSL Certificate
® Upload SSL Certificate

To view the SSL Settings page, click the Settings -> SSL Settings tab from
the menu bar.

# Home - Settings - 55L Settings

SSL Settings

f I

View SSL certificate Generate SSL certificate Upload SSL certificate

Figure 68. SSL Settings Page

The details about each feature are listed in the following.
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View SSL Certificate

This page provides the information of current certificate information.

To view the View SSL Certificate page, click the Settings -> SSL Settings ->
View SSL Certificate tab from the menu bar.

# Home - Settings - SSL Settings - View SSL Certificate

View SSL Certificate

Current Certificate Information
Certificate Version
3

Serial Number

SAEC240233BR28C26B1A675262E5110C01A2B840

Signature Algorithm

sha256WithRSAENCryption

Public Key

(2042 bit)

Issuer Common Name (CN)

megarac.com

Issuer Organization (0)

American Megatrends International LLC (AMI)

Issuer Organization Unit (QU)

Service Processors

Issuer City or Locality (L)

Norcross

Issuer State or Province (ST)

Georgia

Issuer Country (C)}

us

Issuer Email Address

suppert@ami.com

Valid From

Mar 25 09:55:58 2022 GMT

wvalid Till

Mar2209:55:58 2032 GMT

Issued to Common Name (CN)

megarac.com

Issued to Organization (0)

American Megatrends International LLC (AMI)

Issued to Organization Unit (OU)

Service Processors

Issued to City or Locality (L)

Norcross

Issued to State or Province (ST)

Georgia

Issued to Country (C)

us

Issued to Email Address

support@ami.com

Figure 69. View SSL Certificate Page

The fields on the View SSL Certificate page include
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Basic Information:

® Certificate Version
® Serial Number

® Signature Algorithm
® Public Key

Issued From:

Issuer Common Name (CN)
Issuer Organization (O)
Issuer Organization Unit (OU)
Issuer City or Locality (L)
Issuer State or Province (ST)
Issuer Country (C)

Issuer Email Address

Validity Information:

® Valid From
® Valid Till

Issued To:

Issued to Common Name (CN)
Issued to Organization (O)
Issued to Organization Unit (OU)
Issued to City or Locality (L)
Issued to State or Province (ST)
Issued to Country (C)

Issued to Email Address

Generate SSL Certificate

This page provides the various options for users to generate SSL certificate
through the BMC Web service.

To view the Generate SSL Certificate page, click the Settings -> SSL
Settings -> Generate SSL Certificate tab from the menu bar.
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# Home - Settings - SS5L Settings Generate SSL Certificate

Generate SSL Certificate

Common Name (CN)

Organization (0)

Organization Unit (OU)

City or Locality (L)

State or Province (ST)

Country (C)

Email Address

Valid for

Key Length

2048 bits v

Figure 70. Generate SSL Certificate Page

The fields on the Generate SSL Certificate page include

Common Name (CN): To specify the common name for which the
certificate is to be generated.

Organization (0): To specify the name of the organization for which
certificate is to be generated.

Organization Unit (OU): To specify the Section or Unit of the
organization for which certificate is to be generated.

City or Locality (L): To specify the City or Locality.

State or Province (ST): To specify the State or Province.
Country (C): To specify the Country code.

Email Address: To specify the Email Address of the organization.
Valid for: Requested validity days for the certificate.

Key Length: Select the key length bit value of the certificate.
Save: To save the configured settings.

Upload SSL Certificate

This page provides the various options for users to upload the new SSL
Certificate file into the BMC to replace the old one.

To view the Upload SSL Certificate page, click the Settings -> SSL Settings
-> Upload SSL Certificate tab from the menu bar.
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# Home - Settings - SSLSettings - Upload SSL Certificate

Upload SSL Certificate

Current Certificate

Fri Mar 25 09:55:58 2022

New Certificate

Current Private Key

Fri Mar 25 09:55:58 2022

New Private Key

Save

Figure 71. Upload SSL Certificate Page
The fields on the Upload SSL Certificate page include

® Current Certificate: The information of the Current Certificate and
date/time of its upload will be displayed (read-only).

® New Certificate: Browse and navigate to the new certificate file.
Certificate file should be of pem type.

® Current Private Key: Information for the current private key and
date/time when it was uploaded will be displayed (read-only).

® New Private Key: Browse and navigate to the private key file.
Private Key file should be of pem type.

® Save: To save the configured settings.

System Firewall

System Firewall page provides various functional feature tabs for users to
configure the firewall settings, including

® General Firewall Settings
® IP Firewall Rules
® Port Firewall Rules

To view the System Firewall page, click the Settings -> System Firewall tab
from the menu bar.

# Home - Settings - System Firewall

System Firewall

o o o

General Firewall Settings IP Address Firewall Rules Port Firewall Rules

Figure 72. System Firewall Page

The details about each feature are listed in the following.
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2.8.13.1.1

General Firewall Settings

This page provides various functional feature tabs for users to configure the
General Firewall Settings and monitor the configured settings, including

® Existing Firewall Settings
® Add Firewall Settings

To view the General Firewall Settings page, click the Settings -> System
Firewall -> General Firewall Settings tab from the menu bar.

# Home - Settings - Firewall - General Firewall Settings

General Firewall Settings

o +

Existing Firewall Settings Add Firewall Settings

Figure 73. General Firewall Settings Page

The details about each feature are listed in the following.
Existing Firewall Settings

This page lists all configured General Firewall Settings instance. A blank page
will be opened if users did not add any General Firewall Settings instance from
Add Firewall Settings.

To view the Existing Firewall Settings page, click the Settings -> System
Firewall -> General Firewall Settings -> Existing Firewall Settings tab
from the menu bar.

# Home - Settings - Firewall - General Firewall Settings - Existing Firewall Settings

Existing Firewall Settings

Q o [}
Block All: IPv4 Block All: IPvE Block All: IPvé
0 Timeout: Enabled o Timeout: Enabled O Timeout: Enabled
From: 5un May 01 2022 From: Sun May 012022 From: Sun May 01 2022
16:00:00 13:00:00 12:00:00
To: Sun May 012022 To: Sun May 01 2022 To: Sun May 01 2022
16:15:00 13:15:00 12:15:00

Figure 74. Existing Firewall Settings Page of General Firewall Settings
Click on the Slot icon (£¥) then navigate to instance page.

Click on the Delete icon (@) then delete this slot.
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F

T

# Home - Settings - Firewall - General Firewall Settings - Existing Firewall Settings - Existing Firewal| Settings

Existing Firewall Settings

Block All

1Py
Flush All
Timeout

Start Date&Time

Sun May 012022 16:00:00

End Date&Time

Sun May 012022 16:15:00

3

igure 75. Existing Firewall Settings Instance Page of General Firewall
Settings

he fields on the Existing Firmware Settings instance page include

Block All: This option will block all incoming IPs and Ports.

Flush All: This option is used to flush all existing system firewall rules.
Timeout: This field indicates the firewall rules whether with timeout
feature.

Start Date&Time: The firewall rule will become effective from this date.
End Date&Time: The firewall rule will expire on this date.

Delete: Click this button to delete this instance.

Add Firewall Settings

T

his page provides various options for users to add General Firewall Settings

instance.

To view the Add Firewall Settings page, click the Settings -> System

F

irewall -> General Firewall Settings -> Add Firewall Settings tab from

the menu bar.
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# Home - Settings - Firewall - General Firewall Settings - Add Firewall Settings

Add Firewall Settings

Block All

IPvd v
Flush All
Timeout

Start Date
Start Time
End Date

End Time

Figure 76. Add Firewall Settings page of General Firewall Settings
The fields on the Add Firmware Settings page include

® Block All: Select the protocol and block all the incoming IP’s and Port's.

®  Flush All: To flush all the system firewall settings.

® Timeout: Click this option to enable or disable firewall rules with
timeout.

® Start Date: To specify a Start Date to start respective firewall rule
effect from the date.

® Start Time: To specify a Start Time to start respective firewall rule
effect from the Time.

® End Date: To specify an End Date to end respective firewall rule effect
from the date.

® End Time: To specify a End Time to End respective firewall rule effect
from the Time.

® Save: To save the configured settings.

IP Firewall Rules

This page provides various functional feature tabs for users to configure the IP
Firewall Rules and monitor the configured settings, including

® Existing IP Rules
® Add New IP Rule

To view the IP Firewall Rules page, click the Settings -> System Firewall ->
IP Address Firewall Rules tab from the menu bar.
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# Home - Settings - Firewal 1P Firewall Rules

IP Firewall Rules

0 +

Existing IP Rules Add New IP Rule

Figure 77. IP Firewall Rules Page

The details about each feature are listed in the following.
Existing IP Rules

This page lists all configured IP Firewall Rules instances. A blank page will be
opened if users did not add any IP Firewall Rules instance from Add New IP
Rule.

To view the Existing IP Rules page, click the Settings -> System Firewall ->
IP Address Firewall Rules -> Existing IP Rules tab from the menu bar.

# Home - Settings - Firewall - IP Oriented Firewall Rules Existing IP Rules

Existing IP Rules

Q o

IP [ IP Range: IP /1P Range:

0 192.168.37.210 o 192.168.37.200
-192.168.37.215 -192.168.37.205
Rule: Block Rule: Allow
Timeout: Enabled Timeout: Enabled
From: Mon May 02 2022 From: Mon May 02 2022
12:00:00 12:00:00
To: Mon May 02 2022 To: Mon May 02 2022
12:05:00 12:05:00

Figure 78. Existing IP Rules Page

Click on the Slot icon (£¥) then navigate to instance page.

Click on the Delete icon (@) then delete this slot.

79



# Home - Settings - Firewall - IP Oriented Firewall Rules - ExistingIP Rules Existing IP Rules

Existing IP Rules

IP Single (or) Range Start

192.168.37.210

IP Range End

192.168.37.215
Enable Timeout

Start Date&Time

Mon May 02 2022 12:00:00
End Date&Time
Mon May 02 2022 12:03:00

Rule

Block

=3

Figure 79. Existing IP Rules Instance Page of IP Firewall Rules
The fields on the Existing IP Rules instance page include

® IP Single (or) Range Start: This field indicates IP Address or the start
of a Range of IP Addresses

® IP Range End: This field indicates the end of a Range of IP Addresses

® Enable Timeout: This field indicates the firewall rules whether with
timeout feature.

® Start Date&Time: The respective firewall rule effect will start from this
date and time.

® End Date&Time: The respective firewall rule effect will end from this
date and time.

® Rule: This field indicates the current setting of the listed IP or Range of
IP rules (Allow or Block).

® Delete: Click this button to delete this instance.

2.8.13.2.2 Add New IP Rule

This page provides various options for users to add IP Firewall Rule instance.

To view the Add New IP Rule page, click the Settings -> System Firewall ->
IP Address Firewall Rules -> Add New IP Rule tab from the menu bar.
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# Home - Settings - Firewall - |P Oriented Firewall Rules Add IP Rule

Add IP Rule

IP Single (or) Range Start

IP Range End

Enable Timeout

Start Date

Start Time

End Date

End Time

Allow v

Save

Figure 80. Add IP Rules Instance Page of IP Firewall Rules

The fields on the Add IP Rule instance page include

IP Single (or) Range Start: To specify an IP Address or the start of a
Range of IP Addresses. IP Address must follow the IPv4 Address format:
IP Range End: To specify an end of an IP address range.

Enable Timeout: To enabled or disable Timeout.

Start Date: The respective firewall rule effect will start from this date.
Start Time: The respective firewall rule effect will start from this time.
End Date: The respective firewall rule effect will end from this date.
End Time: The respective firewall rule effect will end from this time.
Rule: To indicate the current setting of the listed IP Address or Range of
IP Addressed rules (Allow or Block) status.

Save: To save the configured settings.

Port Firewall Rules

This page provides various functional feature tabs for users to configure the
Port Firewall Rules and monitor the configured settings, including

Existing Port Rules

Add New Port Rule

To view the IP Firewall Rules page, click the Settings -> System Firewall ->
Port Firewall Rules tab from the menu bar.
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# Home - Settings - Firewall - Port Firewall Rules

Port Firewall Rules

O +

Existing Port Rules Add New Port Rule

Figure 81. Port Firewall Rules Page

The details about each feature are listed in the following.
Existing Port Rules

This page lists all configured Port Firewall Rules instances. A blank page will
be opened if users did not add any Port Firewall Rules instance from Add New
Port Rule.

To view the Existing Port Rules page, click the Settings -> System Firewall
-> Port Firewall Rules -> Existing Port Rules tab from the menu bar.

# Home - Settings - Firewall - Port Oriented Firewall Rules Existing Port Rules

Existing Port Rules

o L

Port [ Port Range: 10100 Port / Port Range: 10000
O - 10200 O -10010

Protocol: TCP Protocol: TCP

Network Type: IPvd Network Type: IPv4

Block Allow

Timeout: Enabled Timeout: Enabled

From: 5un May 01 2022 From: Sun May 01 2022

12:00:00 12:00:00

To: Sun May 012022 To: Sun May 01 2022

12:15:00 12:15:00

Figure 82. Existing Port Rules Page

Click on the Slot icon (£¥) then navigate to instance page.

Click on the Delete icon (@) then delete this slot.
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# Home - Settings - Firewall - Port Oriented Firewsll Rules - Existing Port Rules - Existing Port Rules

Existing Port Rules

Port Single (or) Range Start

10100

Port Range End

10200

Protocol

TP

Network Type

1Pv4
Enable Timeout

Start Date&Time

Sun May 012022 12:00:00
End Date&Time

Sun May 012022 12:15:00

Rule

Block

Figure 83. Existing Port Rules Instance Page of Port Firewall Rules

The fields on the Existing Port Rules instance page include

Port Single (or) Range Start: This field indicates the port number or
the start of range or port numbers.

Port Range End: This field indicates the end of range or port numbers.
Protocol: This field indicates the protocols for the configured port or
range or ports.

Network Type: this field indicates the affected network type for the
configured port or range of port numbers.

Enable Timeout: This field indicates the firewall rules whether with
timeout feature.

Start Date&Time: The respective firewall rule effect will start from this
date and time.

End Date&Time: The respective firewall rule effect will end from this
date and time.

Rule: To indicates Allow or Block status.

Delete: Click this button to delete this instance.

Add New Port Rule

This page provides various options for users to add Port Firewall Rule
instance.

To view the Add New Port Rule page, click the Settings -> System Firewall
-> Port Firewall Rules -> Add New Port Rule tab from the menu bar.

83



# Home - Settings - Firewall - Port Oriented Firewall Rules Add Port Rule

Add Port Rule

Port Single (or) Range Start
Port Range End

Protocol

Tcp v

Network Type

IPva ~
Enable Timeout

Start Date
Start Time
End Date
End Time

Rule

Allow v

Figure 84. Add Port Rules Instance Page of Port Firewall Rules
The fields on the Add Port Rule instance page include

® Port Single (or) Range Start: To specify the port number or start of a
range of port numbers.

Port Range End: To specify the end of a range of port humbers.
Protocol: To select the protocol for the configured port or port ranges.
Network Type: To select the affected network type for the configured
port or port ranges.

Enable Timeout: Click this option to enabled or disabled timeout.
Start Date: The respective firewall rule effect will start from this date.
Start Time: The respective firewall rule effect will start from this time.
End Date: The respective firewall rule effect will end from this date.
End Time: The respective firewall rule effect will end from this time.
Rule: To indicate Allow or Block status.

Save: To save the configured settings.

2.8.14 User Management

User Management page provides various options for users to view the current
list of user slots for the BMC, and allow users to add a new user and modify or
delete existing user.

To view the User Management page, click the Settings -> User
Management tab from the menu bar.
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User Management

Channel, 1~

. Channel 1
- 1 anonymous (Disabled)
No Access
KVM VMedia
. Channel 1

- 5 (Disabled)

. Channel 1
- 9 (Disabled)

. Channel 1
- 13 (Disabled)

. Channel 1
- 2 admin (Enabled)

Administrator
KVM VMedia

. Channel 1
- & (Disabled)

. Channel 1
- 10 {Disabled)

. Channel 1
- 14 {Disabled)

Figure 85. User Management Page

Channel 1
3 Administrator

(Enabled)
Administrator

Channel 1
7 (Disabled)

Channel 1
11 (Disabled)

Channel 1
15 (Disabled)

# Home - Settings

. Channel 1
- 4 (Disabled)

. Channel 1
- 8 (Disabled)

. Channel 1
- 12 (Disabled)

Channel 1 for users connect to BMC through dedicated IPMI LAN port.

Channel 8 for users connect to BMC through Share NIC LAN port.

User Management

Click on the User icon (&) then navigate to User Management Configuration

page.

Click on the Delete icon (@) then delete this slot.
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# Home - Settings - User Management - User Management Configuration

User Management Configuration

Username

Password Size

16 bytes ~

Password
Confirm Password

Password End date Current valid date

age (days)

Enable User Access

Enable Channel Access

Channel 1
Channel 8

Privilege(Channel 1)

User v

Privilege(Channel 8)

User v
KVM Access
VMedia Access
SNMP Access

SNMP Access level

SNMP Authentication Protocol
SNMP Privacy Protocol

Email Format

Email ID

Existing S5H Key

Not Available

Upload SSH Key

Figure 86. User Management Configuration Page
The fields on the User Management Configuration page include

® Username: To specify a name for the user.

® Password Size: To select the preferred size for the password.

® Password: Password field is mandatory and should meet the password
policy requirements.

86



2.8.15

Confirm Password: Entering the password again to confirm the

password.

Password age (days): Enable and set the maximum password age.

End date: To select the date for the expired date of password age.

Current valid date: To indicate valid date of current.

Enable User Access: Click this option to enable this user account to

access the BMC service.

Enable Channel Access: To select the channel/channels to enable the

network access for the user.

B Channel 1: Allow user to access the BMC service through dedicated
IPMI LAN port.

B Channel 8: Allow user to access the BMC service through Share NIC
LAN port.

® Privilege (Channel 1) and Privilege (Channel 8): Select the privilege
level for each channel to be assigned to this user for access to the BMC
through the network interface. There are 5 levels of Network Privileges
(Administrator, Operator, User, OEM and None).

® KVM Access: Click this option to assign the KVM privilege for the user.

® VMedia Access: Click this option to assign the VMedia privilege for the
user.

® SNMP Access: Click this option to assign the SNMP privilege for the
user.

® SNMP Access level: To select the SNMP access level for the user.

® SNMP Authentication Protocol: To select the Authentication Protocol
for the user.

® SNMP Privacy Protocol: To select the Encryption algorithm to be used
for the SNMP settings.

® Email Format: To specify the format for the email

® Email ID: To specify the email ID for the user.

® Existing SSH Key: If available, the uploaded SSH key information will
be displayed.

® Upload SSH Key: Use Browse button to navigate to the new public SSH
key file.

® Delete: Click Delete button to delete this user account.

® Save: To save the configured settings.

Video Recording

Video Recording page provides the functional feature tab for users to
configure the video recording settings, including

® Auto Video Settings

To view the Video Recording page, click the Settings -> Video Recording
tab from the menu bar.

# Home - Settings - Video Recording

Video Recording

Auto Video Settings

Figure 87. Video Recording Page
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2.8.15.1.1

The details about each feature are listed in the following.
Auto Video Settings

This page provides various functional feature tabs for users to configure the
events that will trigger auto video recording function of the KVM server,
including

® Video Trigger Settings
® Video Remote Storage
® Pre-Event Video Recordings

To view the Auto Video Recording page, click the Settings -> Video
Recording -> Auto Video Settings tab from the menu bar.

Auto Video Settings

Video Trigger Settings Video Remote Storage Pre-Event Video Recordings
Figure 88. Auto Video Recording Page

The details about each feature are listed in the following.
Video Trigger Settings

This page provides various options for users to configure the video trigger
settings.

To view the Video Trigger Settings page, click the Settings -> Video
Recording -> Auto Video Settings -> Video Trigger Settings tab from
the menu bar.

# Home - Settings - Video - AutoVideo Settings
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# Home - Settings - Video - Autosettings - Video Trigger Settings

Video Trigger Settings

Critical Events (Temperature/Voltage)

Non Critical Events (Temperature/Voltage)

Non Rece ble Events (

Fan state changed Events
Watchdog Timer Events
Chassis Power On Events
Chassis Power Off Events
Chassis Reset Events

LPC Reset Events

Date and Time Event

Pre-Event Videe Recording

B save

Figure 89. Video Trigger Settings Page

The fields on the Video Trigger Settings page include

Critical Events (Temperature/Voltage)
Non-Critical Events (Temperature/Voltage)
Non-Recoverable Events (Temperature/Voltage)
Fan state changed Events

Watchdog Timer Events

Chassis Power-On Events

Chassis Power-0Off Events

Chassis Reset Events

LPC Reset Events

Date and Time Event

Pre-Event Video Recording

Crash Reset

B Pre-crash

[ ] Pre-reset

Save: To save the configured settings.

Video Remote Storage

This page provides various options for users to configure the video remote
storage settings, which for save the capture video file to the remote server.

To view the Video Remote Storage page, click the Settings -> Video
Recording -> Auto Video Settings -> Video Remote Storage tab from
the menu bar.
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Video Remote Storage

# Home - Seftings - Video - Autosettings - Video Remote Storage

Record Video to Remote Server

Maximum Dumps

2

Maximum Duration (Sec)

20

Maximum Size (MB)

5
Server Address

Path in server

Share Type

Q s CIFs

B save

Figure 90. Video Remote Storage Page

The fields on the Video Remote Storage page include

Record Video to Remote Server: Click this option to enable Remote

Video support.

Maximum Dumps: To specify the number of Maximum Dumps, range

from 1 to 100.

Maximum Duration (Sec): To specify the humber of Maximum

Duration, range from 1 to 3600 seconds.

Maximum Size (MB): To specify the humber of Maximum size, range
from 1 to 500 MB.

Server Address: Address of the server where remote videos are to be
stored. IP Address and FQDN format are supported.

Path in server: To specify the path in the remote server.

Share Type: To select Share Type of the remote video server.

B NFS

m CIFS

Save: To save the configured settings.

Pre-Event Video Recordings

This page provides various options for users to configure Pre-Event video
recording.

To view the Video Remote Storage page, click the Settings -> Video
Recording -> Auto Video Settings -> Pre-Event Video Recordings tab
from the menu bar.
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# Home - Settings - Video - Autosettings - Pre-EventVideo Recordings

Pre-Event Video Recordings

This page is used to configure the Pre-Event video recording options.
Pre-Event video recording is disabled by default.

To enable the Pre-Event video recording, go to the Triggers
Configuration page.

Video Quality

Very Low v
Compression Mode

High ~
Frames Per Second

1 ~
Video Duration

10 v

Save

Figure 91. Pre-Event Video Recordings Page
The fields on the Pre-Event Video Recordings page include

® Video Quality: To select the desired video quality from the options in
the drop-down list.

® Compression Mode: To select the Compression Mode from the options
listed in the drop-down list.

o Frames Per Second: To select the FPS to specify the desired number of
frames per second.

® Video Duration: To select the desired video duration in seconds.

® Save: To save the configured settings.

2.8.16 IPMI Interfaces

IPMI Interfaces page provides various options for users to configure the IPMI
communication interface settings.

To view the IPMI Interfaces page, click the Settings -> IPMI Interfaces tab
from the menu bar.

IPMI Interfaces

IPMI Interfaces
1PMI Over LAN [l 1PMI Over KCs

Save

Figure 92. IPMI Interfaces Page
The fields on the IPMI Interfaces page include

® IPMI Interfaces: To select the interface which allow users to perform
the IPMI communication.
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m  IPMI Over LAN: Click this option to allows the IPMI communication
over LAN.
m  IPMI Over KCS: Click this option to allows the IPMI communication
over KCS.
® Save: To save the configured settings.

Keep Share NIC Link Up

This page provides the option for users to configure the share NIC PHY link up
settings.

To view the Keep Share NIC Link Up page, click the Settings -> Keep Share
NIC Link Up tab from the menu bar.

# Home Settings Keep Share NIC Link Up

Keep Share NIC Link Up

Keep Share NIC Link Up

Enable

B save

Figure 93. Keep Share NIC Link Up Page
The fields on the Keep Share NIC Link Up page include

® Enabled: Click this option to enable Keep Share NIC Link Up supported.
If enabled feature, the Share NIC PHY will keep link up, and it could avoid
the share NIC link disconnection while system reset.

® Save: To save the configured settings.

FAN Settings

FAN Settings page provides various functional feature tabs for users to
configure the system FAN settings which control by the BMC, including

® Open Loop Control Table

® Close Loop Control Table

® Temperature Sensor and Corresponding Fan Table
® FAN Mode

To view the FAN Settings page, click the Settings -> FAN Settings tab from
the menu bar.

# Home - Seftings - FAN Settings

FAN Settings

Open Loop Control Table Close Loop Control Table Temperature Sensor and Corresponding FAN Mode
Fan Table

Figure 94. FAN Settings Page
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The details about each feature are listed in the following.

Open Loop Control Table

This page provides various options for users to configure the Open Loop
Control Table settings, users can add the new FAN table from Temperature
Sensor and Corresponding Fan Table

To view the Open Loop Control Table FAN page, click the Settings -> FAN
Settings -> Open Loop Control Table FAN tab from the menu bar.

# Home - Seftings - FAN Setting - Open Loop Control Table

Open Loop Control Table

Table 1 v

Control Table

Entry Temp (°C) Duty (%) Entry Temp (°C)

o
c
L=
=

1

2

3

20

21

10 22

-
@

1 23

12

Figure 95. Open Loop Control Table Page

24

@

The fields on the Open Loop Control Table page include

® Control Table: To select the table which to be used.

Entry: Indicates the condition number.

Temp (°C): To specify the temperature for this entry.

Duty (%): To specify the FAN duty for this entry.

Default: Click Default button to loading the default setting value of
selected table.

Customized: Click the Customized button to modify the settings value
for selected table.

® Clear: To clear current settings value on the web.

® Save: To save the configured settings.
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Close Loop Control Table

This page provides various options for users to configure the Close Loop
Control Table settings, users can add the new FAN table from Temperature
Sensor and Corresponding Fan Table

To view the Open Loop Control Table FAN page, click the Settings -> FAN
Settings -> Close Loop Control Table FAN tab from the menu bar.

# Home - Settings -~ FAN Setting Close Loop Control Table

Close Loop Control Table

Table 1 ~

Table

Ramp Temperature (°C)
Ramp Rate (%)

Ramp Delay (sec.)

Slew Temperature (°C)
Slew Rate (%)

Slew Delay (sec.)

Figure 96. Close Loop Control Table Page
The fields on the Close Loop Control Table page include

Table: To select the table which to be used.

Ramp Temperature (°C): To specify the value for Ramp Temperature.
Ramp Rate (%): To specify the value for Ramp Rate.

Ramp Delay (sec.): To specify the value for Ramp Delay.

Slew Temperature (°C): To specify the value for Slew Temperature.
Slew Rate (%): To specify the value for Slew Rate.

Slew Delay (sec.): To specify the value for Slew Delay.

Default: Click Default button to loading the default setting value of
selected table.

Customized: Click the Customized button to modify the settings value
for selected table.

® Clear: To clear current settings value on the web.

® Save: To save the configured settings.

Temperature Sensor and Corresponding Fan Table
This page provides various options for users to configure the temperature

sensor and FAN table settings for Open Loop Control Table and Close Loop
Control Table use.
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To view the Temperature Sensor and Corresponding Fan Table page, click the
Settings -> FAN Settings -> Temperature Sensor and Corresponding
Fan Table tab from the menu bar.

# Home - Settings -~ FAN Setting Temperature Sensor and Comesponding Fan Table

Temperature Sensor and Corresponding Fan Table

[ Default B customized

TEMP_CPU TEMP_MB TEMP_MB_CARDSIDE  TEMP_ONBOARD_LAN
TEMP_M.2_1 TEMP_M.2_2 TEMP_GB_GPUO TEMP_GB_GPU1
TEMP_GB_GPUZ2 TEMP_GB_GPU3 TEMP_HEM_GPUO TEMP_HBM_GPUL
TEMP_HEM_GPU2 TEMP_HEM_GPU3 TEMP_PSUL TEMP_PSU2
TEMP_TR1 TEMP_TR2 TEMP_U.2_1 TEMP_U.2_2
TEMP_DDR4_AL TEMP_DDR4_E1 TEMP_DDR4_C1 TEMP_DDR4_D1
TEMP_DDR4_E1 TEMP_DDR4_F1 TEMP_DDR4_G1 TEMP_DDR4_H1

Select Open Loop Control Table

Disable v

Select Close Loop Control Table

Disable ~

Select Fan

FAN1

FAN2

FAN3

FAN4

FANS

FANG

FANT

Figure 97. Temperature Sensor and Corresponding Fan Table Page

The fields on the Temperature Sensor and Corresponding Fan Table page
include

Select Open Loop Control Table: To select the Open Loop Control
Table which to be used.

Select Close Loop Control Table: To select the Close Loop Control
Table which to be used.

Select Fan: To select the FAN which affect in the selected table.
Select All: Click this button to select all sensors in the sensor list.
Default: Click Default button to loading the default setting value (the
default selected FAN) of selected temperature sensor.

Customized: Click the Customized button to modify the settings value
for the selected FAN.

Save: To save the configured settings.
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FAN Mode

This page provides various options for users to configure the fan control mode
settings, including control mode and fan duty for manual mode.

To view the FAN Mode page, click the Settings -> FAN Settings -> FAN
Mode tab from the menu bar.

# Home - Settings - FAN Setting FAN Mode

FAN Mode

Enable FAN duty 100% during BM update.

Fan Duty For Manual Mode

FAN Duty (%)

FANL ‘ 30 ‘

FANZ ‘ 30 ‘

FANZ 30

FAN4 ‘ 30 ‘

FANS ‘ 30 ‘

FANG 30

FANT ‘ 30 ‘

Fan Control Mode

Mode Default Manual Customized

FAN1

<]

FANZ

a

FAN3

<]

FANS

<

FANS

a

FANG

FANT

% Clear All Fan Setting Save control mode

Figure 98. FAN Mode Page

<]

The fields on the FAN Mode page include

® Enable FAN duty 100% during BM update: Click this option to enable
this feature.

® Fan Duty For Manual Mode: To specify the fan duty value for the
specific FAN while runs in manual mode.

® Fan Control Mode: To select the fan control mode.

® Clear All Fan Setting: Click Clear All Fan Setting button to clear
current setting value.

® Save Control Mode: Click Save Control Mode button to save the
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configured settings.

Power Restore Policy

Power Restore Policy page provides various options for users to configure the
power restore policy settings.

To view the Power Restore Policy page, click the Settings -> Power Restore
Policy tab from the menu bar.

# Home - Settings - Power Restore Policy

Power Restore Policy

Power Restore Policy

Always off

° Restore last state

Always On

B Save

Figure 99. Power Restore Policy Page

The fields on the Power Restore Policy page include

Always off: After the power is restored, the system will remain off.
Restore last state: Restore the system to the same state as before the
power failure

Always On: After the power is restored, the system will automatically
power-on.

Save: To save the configured settings.

Password Settings

Password Settings page provides various settings for users to configure the
password policy.

To view the Password Settings page, click the Settings -> Password
Settings tab from the menu bar.
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Password Settings

# Home - Settings - Password Settings

Password Settings

Maximum retry count

0

Attempted count reset interval (minutes)

0

Account lockout interval (minutes)

10

Minimum length

8

Complexity

Lower Case
Upper Case
Number

Special Character

Figure 100. Password Settings Page

The fields on the Password Settings page include

Maximum retry count: Click this option to enable this feature. To
specify the value for Maximum Retry Count, and user will be locked out if
number of failed login attempt reach this setting.

Attempted count reset interval (minutes): Click this option to enable
this feature. To specify the value for the interval value to reset attempted
failure count.

Account lockout interval (minutes): Click this option to enable this
feature. To specify the value for unlock user after the interval if the user
has been locked out.

Minimum length: Set the minimum password length.

Complexity: Click the options for enhance the password strength.

B Lower Case: Password must have lower case character.

B Upper Case: Password must have upper case character.

B Number: Password must have number.

B Special Character: Password must have special character.

Save: To save the configured settings.

Remote Control

BMC service provides two useful remote control services named H5Viewer
and JViewer, which allows users to remote control the host through the KVM
service runs on either HTML5 web interface or Java Runtime Environment
(JRE) interface.

Remote Control page provides two functional feature tabs for users to launch
the remote KVM service.

To view the Remote Control page, click the Remote Control tab from the
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menu bar.

# Home Remote Control

Remote Control zemote kv

H5Viewer

¥ Launch H5Viewer

JViewer

& Launch Jviewer

Figure 101. Remote Control Page
The fields on the Remote Control page include

® Launch H5Viewer: Click Launch H5Viewer button to open the
H5Viewer web KVM page.

® Launch JViewer: Click Launch JViewer button to download the JRE
KVM executable file.

The details about each feature are listed in the following.
H5Viewer

H5Viewer provides a remote KVM service for users to remote control the host
through the HTML5 environment.

To view the J5Viewerl page, click the Settings -> Remote Control ->
Launch H5Viewer button from the menu bar.
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Figure 102. H5Viewer KVM Page

The fields on the H5Viewer KVM page include
Video Menu

® Pause Video: Click this button to pausing the Console Redirection.

® Resume Video: Click this button to resume the Console Redirection
when the session is paused.

® Refresh Video: Click this button to update the display shown in the
Console Redirection window.

® Host Display

m  Display On: Click this button to enable this feature. The host
display will be turn on if this feature is enabled.

m  Display Off: Click this button to enable this feature. The host
display will be blank if this feature is enabled, but users can view the
host screen in the Console Redirection window.

® Capture Screen: Click this button to take a screenshot of the host
screen and save it in the client system.

Mouse Menu

® Show Client Cursor: Click this button to show or hide the local mouse
cursor on the remote client system.
® Mouse Mode: This option handles mouse emulation from local window to
remote screen using below methods. Only Administrator has the
privilege to configure this option.
B Absolute Mouse Mode: The absolute position of the local mouse is
sent to the server if this option is selected.
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B Relative Mouse Mode: The Relative mode sends the calculated
relative mouse position displacement to the server if this option is
selected.

B Other Mouse Mode: This mouse mode sets the client cursor in the
middle of the client system and will send the deviation to the host.
This mouse mode is specific for SUSE Linux installation.

Option Menu

Zone

®m  Normal: Click this button to set the screen size to default size.

B Zoom In: Click this button to increasing the screen size. This zoom
varies from 100% to 150% with an interval of 10%.

B Zoom Out: Click this button to decreasing the screen size. This
zoom varies from 100% to 50% with an interval of 10%.

Block Privilege Request: To enable or disable the access privilege for

the user.

®  Partial Permission

B No Permission

Band Width: Select the band width for the Console Redirection window

B Auto Detect

256Kbps

512Kbps

1Mbps

10Mbps

100Mbps

Compression Mode: This option helps to compress the video data

transfer to the specific mode.

B YUV 420

B YUV 444

E YUV 444 + 2 color VQ

E YUV 444 + 4 color VQ

DTC Quantization Table: This option helps to select the video quality.

0 Best Quality

E B EEEERN
OAOUNAWNR

Keyboard Menu

Keyboard Layout: This feature is fully compatible when host and client
has the same keyboard language layout. If the client and host language
layouts differ, some special characters will not be compatible.

®m  English U.S

B German

®H Japanese

Virtual Keyboard: Click this button to open a virtual keyboard on the
Console Redirection window.

Send Keys Menu

Hold Down
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m  Right Ctrl Key: Click this button to act as hold down the right-side
<CTRL> key when in Console Redirection.

m  Right Alt Key: Click this button to act as hold down the right-side
<ALT> key when in Console Redirection.

m  Right Windows Key: Click this button to act as hold down the
right-side <WIN> key when in Console Redirection.

B Left Ctrl Key: Click this button to act as hold down the left-side
<CTRL> key when in Console Redirection.

B Left Alt Key: Click this button to act as hold down the left-side
<ALT> key when in Console Redirection.

B Left Windows Key: Click this button to act as hold down the left-
side <WIN> key when in Console Redirection.

® Press and Release

B Ctrl+Alt+Del: Click this button to act as single hit the <CTRL>,
<ALT> and <DEL> keys down simultaneously on the host that user
is redirecting.

B Left Windows Key: Click this button to act as single hit the left-
side <WIN> key when in Console Redirection.

m  Right Windows Key: Click this button to act as single hit the right-
side <WIN> key when in Console Redirection.

B Context Menu Key: Click this button to act as single hit the context
menu key when in Console Redirection.

B Print Screen Key: Click this button to act as single hit the print
screen key when in Console Redirection.

Hot Keys Menu

® Add Hot Keys: Click this button to open the User Define Macros
window to add the hot key macro. The configured key events are saved
in the BMC.

Video Record Menu

® Record Video: Click this button to start recording the screen.

® Stop Recording: Click this button to stop the recording.

® Record Settings: Click this button to open the Record Settings window
to configure the settings.

B Video Length: To specify the value for video length, range of 1 to
1800 seconds.

B Video Compression: To specify the value for video compression,
range of 0.1 (low image quality) to 0.9 (high image quality).

B Normalized video resolution to 1024 X 768: Enable this feature
that host video will be scaled to 1024 x 768 in the recorded video
file.

B OK: Click this button to save the configured settings.

B Cancel: Click this button to leave this window without save the
settings.

Power Menu

® Reset Server: To reboot the system without powering off (warm boot).
Immediate Shutdown: To perform Power OFF Immediately.

Orderly Shutdown: To Power OFF the sever in proper order.

Power On Server: To Power ON the server.

Power Cycle Server: To first power off, and then reboot the system
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2.9.2

(cold boot).
Active Users Menu
® Click this option to display the active users and their system IP address.
Help Menu

® Click this option to get more information About H5Viewer. The KVM
Remote Console utility version and plugin version will be displayed.

Quick Buttons

° 4: This quick button will show/hide notifications dropdown menu, which
will contain the list of notifications displayed by H5Viewer.

e I3 This quick button indicates the current zoom value in percentage.

e [BB: This quick button indicates the current host monitor status. If the
icon is in green color then host monitor is unlocked. If the icon is in red
color then host monitor is locked. Clicking the button to change the
monitor status.

e [O@: This quick button indicates the current server power status. If the
icon is in green color, the server power status is powered on. If the icon
is in red color, the server power status is powered off. Click this button to
toggle immediate power off/power on the host.

e [EEI: Click this button to close current KVM session and Console
Redirection window.

e  @wmzemesere 0k Click the Browse File button to select the image file, then
remote mounting the image file to the host.

® [ MediaBoost: Click the Media Boost button to boost up the image mount
process.

e [EEIEA: Click the Start Media button to start remote mount the image file.

e [EEIED: Click the Stop Media button to stop remote mount the image file.

Status Bar Buttons

° v | wan | aur [ e | ear | e TN s [ sce ;- Num/Caps/Scroll lock buttons are LED status
buttons that denotes the current status of Num/Caps/Scroll lock in the
host.

JViewer

This is an OS independent plug-in which can be used in Windows as well as
Linux with the help of JRE. JRE should be installed in the client’s system.

To download the J5Viewerl executable file, click the Remote Control ->
Launch JViewer button from the menu bar.
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Figure 103. JViewer KVM Application

The fields on the JViewer KVM application include
Video Menu

® Pause Redirection: Click this button to pausing the Console Redirection.

® Resume Redirection: Click this button to resume the Console
Redirection when the session is paused.

® Refresh Video: Click this button to update the display shown in the
Console Redirection window.

® Turn ON Host Display: Click this button to enable this feature. The host
display will be turn on if this feature is enabled.

® Turn OFF Host Display: Click this button to enable this feature. The
host display will be blank if this feature is enabled, but users can view
the host screen in the Console Redirection window.

® Capture Screen: Click this button to take a screenshot of the host
screen and save it in the client system.

® Full Screen: Click this button to view the Console Redirection in full
screen mode (Maximize).

® Compression Mode: This option helps to compress the video data
transfer to the specific mode.
HE YUV 420
HE YUV 444
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B YUV 444 + 2 color VQ

B YUV 444 + 4 color VQ

DTC Quantization Table: This option helps to select the video quality.
0 Best Quality

E B EEEERN
OUNAWNR

B 7 Worst Quality
Exit: Click this button to exit the Console Redirection screen.

Keyboard Menu

Hold Right Ctrl Key: Click this button to act as hold down the right-side

<CTRL> key when in Console Redirection.

Hold Right Alt Key: Click this button to act as hold down the right-side

<ALT> key when in Console Redirection.

Hold Left Ctrl Key: Click this button to act as hold down the left-side

<CTRL> key when in Console Redirection.

Hold Left Alt Key: Click this button to act as hold down the left-side

<ALT> key when in Console Redirection.

Left Windows Key: Click this button to act as the left-side <WIN> key

when in Console Redirection. User can also decide how the key should be

pressed: Hold Down or Press and Release.

® Hold Down

B Press and Release

Right Windows Key: Click this button to act as the right-side <WIN>

key when in Console Redirection. User can also decide how the key

should be pressed: Hold Down or Press and Release.

® Hold Down

B Press and Release

Ctri+Alt+Del: Click this button to act as single hit the <CTRL>, <ALT>

and <DEL> keys down simultaneously on the host that user is

redirecting.

Context Menu Key: Click this button to act as single hit the context

menu key when in Console Redirection.

Hot Key

B Add Hot Keys: Click this button to open the User Define Macros
window to add the hot key macro. The configured key events are
saved in the BMC.

Full Keyboard Support: Enable this option to provide full keyboard

support. This option is used to trigger the Ctrl and Alt key directly to host

from the physical keyboard.

Mouse Menu

Show Cursor: Click this button to show or hide the local mouse cursor
on the remote client system.

Mouse Calibration: This option can be used only if the mouse mode is
relative.

Mouse Mode: This option handles mouse emulation from local window to
remote screen using below methods. Only Administrator has the
privilege to configure this option.
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B Absolute Mouse Mode: The absolute position of the local mouse is
sent to the server if this option is selected.

B Relative Mouse Mode: The Relative mode sends the calculated
relative mouse position displacement to the server if this option is
selected.

B Other Mouse Mode: This mouse mode sets the client cursor in the
middle of the client system and will send the deviation to the host.
This mouse mode is specific for SUSE Linux installation.

Option Menu

) Band Width: Select the band width for the Console Redirection window

B Auto Detect

B 256Kbps

B 512Kbps

m 1Mbps

H 10Mbps

H 100Mbps

® Zone

B Zoom In: Click this button to increasing the screen size. This zoom
varies from 100% to 150% with an interval of 10%.

B Zoom Out: Click this button to decreasing the screen size. This
zoom varies from 100% to 50% with an interval of 10%.

B Actual Size: Click this button to set the screen size to default size.

m  Fit to Client Resolution: If the host screen resolution is greater
than the client screen resolution, choose this option to fit the host
screen to client screen.

m  Fit to Host Resolution: If the host screen resolution is lesser than

the client screen resolution, choose this option to resize the JViewer
frame to the host resolution.

® Send IPMI Command: Click this button to opens the IPMI Command
Dialog window, users can enter the raw IPMI command in Hexadecimal
field as hexadecimal value and click Send. The response will be displayed
on the IPMI Command Dialog window.

® GUI Language: To select the desired GUI language.

ch - [CN]
English - [EN]

frangais - [FR]

® Block Privilege Request: To enable or disable the access privilege for
the user.

Allow Only Video

Deny Access

Media Menu

® Virtual Media Wizard...: Click this button to open the Virtual Media
window.
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Virtual Media x

ﬁ CDIDVD [ Hard Disk/USB I/ Connection Status

Device Instances

CD/DVD Media : 1

® CDImage |V| | Browse |
:
Z

CDI/DVD Redirection Status

Device Instance Target Device Instance| Source Image/Drive | Bytes Read Redirection Mode
CDIDVD Media: 1 Mot Connected Mot Connected Mot Connected Mot Connected

Figure 104. Virtual Media Application

The virtual media application will allow users to redirect different media to the
host system. The application supports CD/DVD, Hard Disk/USB devices as well
as image files.

Keyboard Layout Menu

® Auto Detect: This option is used to detect keyboard layout
automatically.
® Physical Keyboard
m  Host Platform: This feature contains two options Windows and
Linux.
m List of Host Physical Keyboard languages supported:
English —US
English - UK
French
French (Belgium)
German (Germany)
German (Switzerland)
Japanese
Spanish
Italian
Danish
Finnish
Norwegian (Norway)
Portuguese (Portugal)
Swedish
Dutch (Netherland)
Dutch (Belgium)

0000000000000 90
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€ Turkish - F
€ Turkish - Q

® SoftKeyboard: This option allows user to select the keyboard layout. It

will show the dialog as similar to Windows On-screen keyboard. If the

client and host languages are different, user can select the soft keyboard

that corresponds to the host keyboard layout from the list shown in

JViewer, and use it to avoid typo errors.

B List of Soft Physical Keyboard languages supported:

English -US

English - UK
Spanish

French

German (Germany)
Italian

Danish

Finnish

German (Switzerland)
Norwegian (Norway)
Portuguese (Portugal)
Swedish

Hebrew

French (Belgium)
Dutch (Netherland)
Dutch (Belgium)
Russian (Russia)
Japanese (QWERTY)
Japanese (Hiragana)
Japanese (Katakana)
Turkish - F

Turkish - Q

OO0 PP00P000000006000090

Video Record Menu

® Start Record: Click this button to start recording the screen.

® Stop Record: Click this button to stop the recording.

® Record Settings: Click this button to open the Record Settings window

to configure the settings.

E Videao Record

Video Length |20 Seconds

Video to be Saved

Pt

CAlsers\Curtis_Chen

Browse

oK

Normalized video resolution to 1024 X 768.

This might reduce the video quality!

Cancel

Figure 105. Video Record Window
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B Video Length: To specify the value for video length.

B Video to be Saved: To specify the location where to save the video
file.

B Normalized video resolution to 1024 X 768: Enable this feature
that host video will be scaled to 1024 x 768 in the recorded video
file.

B OK: Click this button to save the configured settings.

B Cancel: Click this button to leave this window without save the
settings.

Power Menu

® Reset Server: To reboot the system without powering off (warm boot).
Immediate Shutdown: To perform Power OFF Immediately.

Orderly Shutdown: To Power OFF the sever in proper order.

Power On Server: To Power ON the server.

Power Cycle Server: To first power off, and then reboot the system
(cold boot).

Active Users Menu
® C(Click this option to display the active users and their system IP address.
Help Menu

® Click this option to get more information About JViewer. The KVM Remote
Console utility version and plugin version will be displayed.

Quick Buttons

® U: This quick button is used to play the Console Redirection after being

pause.

® U: This quick button is used to pausing the Console Redirection.

®  : This quick button is used to view the Console Redirection in full screen
mode.

® U: This quick button is used to open the CD/DVD window of Virtual Media
application.

° O: This quick button is used to open the Hard Disk/USB window of Virtual
Media application.

® [&: This quick button is used to show or hide the mouse cursor on the

remote client system.

©l: This quick button is used to open a soft keyboard on the Console

Redirection window.

®: This quick button is used to start video record.

@: This quick button is used to displays the available hotkeys.

I This quick button indicates the active users.

& H: This quick button indicates the current host monitor status. If the

icon is in green color then host monitor is unlocked. If the icon is in red

color then host monitor is locked. Clicking the button to change the
monitor status.

e [@ M: This quick button indicates the current server power status. If the
icon is in green color, the server power status is powered on. If the icon
is in red color, the server power status is powered off. Click this button to
toggle immediate power off/power on the host.

Status Bar Buttons
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2.10

2.10.1

® il e s sl Num/Caps/Scroll lock buttons are LED status
buttons that denotes the current status of Num/Caps/Scroll lock in the
host.

Image Redirection

Image Redirection page provides the functional feature tab for user to
configure the image into BMC for redirection.

To view the Image Redirection page, click the Image Redirection tab from
the menu bar.

# Home - Image Redirection

Image Redirection

ot

Remote Images

Figure 106. Image Redirection Page
The details about each feature are listed in the following.

Remote Images

Remote Images page provides various options for users to view the configured
images on BMC.

To view the Remote Images page, click the Image Redirection -> Remote
Images tab from the menu bar.

# Home Image Redirection Remote Media

Remote Media =ruls=copvommn mages in the network to host as media through BMC
© Refresh Image List < Sync Image Status
Media Type Media Instance Image Name Redirection Status Connected Server Session Index
CD/DVD 0 AlmaLinux-8.5- started with media boost ] ]
*86_64-dvd.iso
CD/DVD 1 en- Started 1 ™
us_windows_10
_business_editio
ns_version_21h1
_updated_octob
er_2021_x64_dv
d_e5d42de0.iso
CD/DVD 2 ubuntu-20.0: v - N/A >
CD/DVD 3 rhel-8.5-x86_ v ~ N/A >

Figure 107. Remote Images Page
The fields on the Remote Images page include

® Maedia Type: The type Media devices supported for Active Redirections.
® Maedia Instance: The number of Media devices supported for Active
Redirections.
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2.12

® Image Name: The name of Media devices supported image for Active
Redirections.

Redirection Status: The status Media for Active Redirections.
Connected Server Session Index: Indicates the number of connected
server session index.

Play: Click Play (" ) button to redirect the selected image.

Stop: Click Stop ( ®) button to stop the remote image redirection.
Clear: Click Clear ( © ) button to clear the selected image from the BMC.
Refresh Image List: Click Refresh Image List (&) to get the latest list
of Images from the Remote storage server.

Sync Image Status: Click Sync Image Status (=) to Turn on/off the
redirection status of Images from the BMC.

Power Control

Power Control page provides various options for users to view and configure
the power state of host.

To view the Power Control page, click the Power Control tab from the menu
bar.

Power Control cn st server

Power Actions

Host is currently off
Power Off

° Power On
Power Cycle
Hard Reset

ACPI Shutdown
O Perform Action:

Figure 108. Power Control Page
The fields on the Power Control page include

® Power Off: To immediately power off the host.

® Power On: To power on the host.

® Power Cycle: To select this option, the host will first power off, and then
reboot the host (cold boot).

® Hard Reset: To reboot the host without powering off (warm boot).

® ACPI Shutdown: To initiate operating system shutdown prior to the
shutdown.

® Perform Action: To executing the selected power policy.

Miscellaneous

Miscellaneous page provides various functional feature tabs for users to
configure and monitor the server, including

° UID Control
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® Post Snoop

To view the Miscellaneous page, click the Miscellaneous tab from the menu
bar.

#& Home
Miscellaneous

o (i)

UID Control Post Snoop

Figure 109. Miscellaneous Page

The details about each feature are listed in the following.

2.12.1 UID Control

UID Control page provides various options for users to configure UID LED,
which is used to identify the host location.

To view the UID Control page, click the Miscellaneous -> UID Control tab
from the menu bar.

# Home - Miscellaneous

UID Control chassis identif

UID Action

Off

Turn On

Temporary On

° Turn Off
Figure 110. UID Control Page
The fields on the UID Control page include

® UID Action

B Status: Indicates current UID status.

Turn On: To turn on UID LED.

Temporary On: To temporary turn on UID LED (15 sec blink).

Turn Off: To turn off UID LED.

Perform Action: Click Perform Action button to executing selected
UID action.

2.12.2 Post Snoop

Post Snoop page provides the feature for users to view the latest BIOS POST
code which snooped by BMC.

To view the Post Snoop page, click the Miscellaneous -> Post Snoop tab
from the menu bar.
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2.13

Post Snoop

POST Code

Port 8oh: e015

Figure 111. Post Snoop Page

The fields on the Post Snoop page include

® Port 80h: Indicates the latest BIOS POST code.
® Refresh: Click Refresh button to updates the latest BIOS POST code.
Maintenance

Maintenance page provides various functional feature for users to do
maintenance task on the device, including

Backup Configuration
Firmware Image Location
Firmware Update

BIOS Update

PSU Update

FPGA Update

Re-timer Update
Backplane Update

CPLD Update

Preserve Configuration
Restore Configuration
Restore Factory Defaults
Reset

To view the Maintenance page, click the Maintenance tab from the menu bar.

# Home laintenance

Maintenance

fe

& @ @

Backup Configuration Firmware Image Location Firmware Update BIOS Update

® @

PSU Update FPGA Update Retimer Update

) 2. 9

CPLD Update Preserve Configuration

>

BackPlane Update

&

Restore Configuration Restore Factory Defaults

O

Reset

Figure 112. Maintenance Page

The details about each feature are listed in the following.
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2.13.2

Backup Configuration

Backup Configuration page provides various options for users to select the
specific configuration items to be backup in case of Backup Configuration.

To view the Backup Configuration page, click the Maintenance -> Backup
Configuration tab from the menu bar.

# Home - Maintenance - Backup Configuration

Backup Configuration

Check All

SNMP

KvM
Network & Services
IPMI

NTP
Authentication

SYSLOG

Figure 113. Backup Configuration Page

The fields on the Backup Configuration page include

Check All: Click this option to select all configuration items listed on the
page.

SNMP: Click this option to be backup SNMP settings.

KVM: Click this option to be backup KVM settings.

Network & Services: Click this option to be backup Network & Services
settings.

IPMI: Click this option to be backup IPMI settings.

NTP: Click this option to be backup NTP settings.

Authentication: Click this option to be backup Authentication settings.
SYSLOG: Click this option to be backup SYSLOG file.

Download: Click Download button to download the selected item
backup file.

Firmware Image Location

Firmware Image Location page provides various options for users to configure
the image transfer protocol for transfer the firmware image onto BMC.

To view the Firmware Image Location page, click the Maintenance ->
Firmware Image Location tab from the menu bar.
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# Home - Maintenance Firmware Image Location

Firmware Image Location

Image Location Type
o Web Upload during flash

TFTP Server

B save

Figure 114. Firmware Image Location Page
The fields on the Firmware Image Location page include

® Image Location Type: To select the type of transfer the firmware image
into the BMC either Web Upload during flash or TFTP Server.
B Web Upload during flash: Transfer firmware image through web
service.
B TFTP Server: Transfer firmware image through TFTP protocol.
€ TFTP Server Address: To specify the address of TFTP server
where the firmware image stored.
¢ TFTP Image Name: To specify the firmware image file name.
¢ TFTP Retry Count: To specify the number of times to be
retried in case a transfer failure occurs.
® Save: To save the configured settings.

Firmware Update

Firmware Update page provides the option for users to update the BMC
firmware through BMC web service.

To view the Firmware Update page, click the Maintenance -> Firmware
Update tab from the menu bar.

# Home Maintenance Firmware Update

Firmware Update

Note:
Following are the Firmware update methods and compenents supported in this
page.

* BMC Firmware update.

Select Firmware Image

| Browse... | Mo file selected.

Start firmware update

WARNING:Please note that after entering the update mode, the widgets, other
web pages and services will not work. All the open widgets will be automatically
closed. If the upgradation is cancelled in the middle of the wizard, the device will
be reset only for BMC BOOT,and APP compenents of Firmware.

Figure 115. Firmware Update Page

The fields on the Firmware Update page include
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2.13.4

® Select Firmware Image: Click the Browse button to open file upload
window, then select the to be updated BMC firmware image file.

® Start Firmware Update: Click the Start Firmware Update button to
start the firmware update process.

BIOS Update

BIOS Update page provide the option for users to update host BIOS through
BMC web service.

To view the BIOS Update page, click the Maintenance -> BIOS Update tab
from the menu bar.

A Home Maintznance BIOS Update

BIOS Update

Upgrade BIOS of the host.
Please select BIOS image and press "Start BIOS update' to start
the BIOS update procedure.

Configuration

Preserve BIOS configuration

Option
Flash BIOS after manually shutdown server
Immediately flash BIOS without power action

o Immediately shutdown server to flash BIOS

Select BIOS Image

Browse... | Mo file selected.

Start BIOS update

Figure 116. BIOS Update Page
The fields on the BIOS Update page include

® Configuration
B Preserve BIOS configuration: Click this option to preserve current
BIOS configuration settings.
® Option
®  Flash BIOS after manually shutdown server: Select this option
to waiting for manually shutdown server to flash BIOS firmware
image.
B Immediately flash BIOS without power action: Select this
option to flash BIOS firmware image immediately.
B Immediately shutdown server to flash BIOS: Select this option
to shutdown server immediately to flash BIOS firmware image.
® Select BIOS Image: Click the Browse button to open file upload
window, then select the to be updated BIOS firmware image file.
® Start BIOS Update: Click Start BIOS Update button to start the BIOS
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2.13.6

update process.

PSU Update

PSU Update page provides the option for users to update the PSU firmware
through BMC web service.

To view the PSU Update page, click the Maintenance -> PSU Update tab
from the menu bar.

PSU Update

Upgrade PSU of the host.
Please select PSU image and press 'Start PSU update’ to start the
PSU update procedure.

Select PSU Image

| Browse... | Mo file selected.

Start PSU update

Figure 117. PSU Update Page
The fields on the PSU Update page include

® Select PSU Image: Click the Browse button to open file upload
window, then select the to be updated PSU firmware image file.

® Start PSU Update: Click the Start PSU Update button to start the PSU
firmware update process.

FPGA Update

FPGA Update page provides the option for users to update the FPGA firmware
through BMC web service.

To view the FPGA Update page, click the Maintenance -> FPGA Update tab
from the menu bar.
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# Home Maintenance FPGA Update

FPGA Update

Upgrade FPGA of the host.
Please select FPGA image and press 'Start FPGA update' to start
the FPGA update procedure.

Select FPGA Image

| Browse... | No file selected.

Start FPGA update

Figure 118. FPGA Update Page
The fields on the FPGA Update page include

® Select FPGA Image: Click the Browse button to open file upload
window, then select the to be updated FPGA firmware image file.

® Start FPGA Update: Click the Start FPGA Update button to start the
FPGA firmware update process.

2.13.7 Retimer Update

Retimer Update page provides the option for users to update the Retimer
firmware through BMC web service.

To view the Retimer Update page, click the Maintenance -> Retimer
Update tab from the menu bar.

# Home - Maintenance - Retimer Update

Retimer Update

Upgrade retimer of the host.
Please select retimerimage and press 'Start retimer update’ to
start the retimer update procedure.

Select retimer card to upgrade

O PCIE Slota
O PCIE Slots
O PCIE Slots
O PCIE Slot7

Select Retimer Image

| Browse... | Mo file selected.

Start retimer update

Figure 119. Retimer Update Page
The fields on the Retimer Update page include

® Select retimer card to upgrade: To select the to be updated re-timer
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2.13.9

device to flashing the firmware image.

® Select Retimer Image: Click the Browse button to open file upload
window, then select the to be updated re-timer firmware image file.

® Start Retimer Update: Click the Start Retimer Update button to start
the retimer firmware update process.

Backplane Update

Backplane Update page provides the option for users to update the Backplane
firmware through BMC web service.

To view the Backplane Update page, click the Maintenance -> Backplane
Update tab from the menu bar.

BackPlane Update

Upgrade backplane of the host.
Please select backplane image and press 'Start backplane
update’ to start the backplane update procedure.

Select firmware type to upgrade Select interface to upgrade
Expander

MCU

Select BackPlane Image

Browse... | No file selected.

Start backplane update

Figure 120. Backplane Update Page
The fields on the Backplane Update page include

® Select firmware type to upgrade: To select the device that located on
the backplane from the list, which to be updated firmware image.

® Select Backplane Image: Click the Browse button to open file upload
window, then select the to be updated backplane firmware image file.

e Start Backplane Update: Click the Start Backplane Update button to
start the Backplane firmware update process.

CPLD Update

CPLD Update page provides the option for users to update the CPLD firmware
through BMC web service.

To view the CPLD Update page, click the Maintenance -> CPLD Update tab
from the menu bar.
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CPLD Update

Upgrade CPLD of the host.
Please select CPLD image and press 'Start CPLD update' to start
the CPLD update procedure.

Select CPLD Image

| Browse... | No file selected.

Start CPLD update

Figure 121. CPLD Update Page
The fields on the CPLD Update page include

® Select CPLD Image: Click the Browse button to open file upload
window, then select the to be updated CPLD firmware image file.

® Start CPLD Update: Click the Start CPLD Update button to start the
CPLD firmware update process.

Preserve Configuration

Preserve Configuration page provides various options for users to configure

the to be preserved configuration settings while flashing BMC firmware image.

To view the Preserve Configuration page, click the Maintenance -> Preserve

Configuration tab from the menu bar.
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Preserve Configuration

Click here to go to Firmware Update or Restore Factory Defaults

Check All

SDR

SEL
IPMI
Network
NTP
SNMP
SSH
KvM
Authentication
Syslog
Web

Redfish

Save

Figure 122. Preserve Configuration Page
The fields on the Preserve Configuration page include

® Check All: Click this option to select all configuration items listed on the
page.

SDR: Click this option to be preserve the SDR settings.

SEL: Click this option to be preserve the SEL settings.

IPMI: Click this option to be preserve the IPMI settings.

Network: Click this option to be preserve the Network settings.
NTP: Click this option to be preserve the NTP settings.

SNMP: Click this option to be preserve the SNMP settings.

SSH: Click this option to be preserve the SSH settings.

KVM: Click this option to be preserve the KVM settings.
Authentication: Click this option to be preserve the Authentication
settings.

Syslog: Click this option to be preserve the Syslog settings.

Web: Click this option to be preserve the Web settings.

Redfish: Click this option to be preserve the Redfish settings.
Save: To save the configured settings.

Restore Configuration

Restore Configuration page provides the option for users to restoring
configuration settings through BMC web service with the backup file. Users
can generate the configuration backup file from the Backup Configuration

page.

To view the Restore Configuration page, click the Maintenance -> Restore
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Configuration tab from the menu bar.

# Home - Maintenance Restore Configuration

Restore Configuration

Config File

B save

Figure 123. Restore Configuration Page
The fields on the Restore Configuration page include

® Config File: Click the Browse icon (M) to open file upload window,
then select the to be updated backup config file.
® Save: Click the Save button to start the restore configuration process.

Restore Factory Defaults

Restore Factory Defaults page provides various options for users to configure
the preserve configurations, which will be preserved during the process of
restore BMC firmware settings to the factory defaults.

To view the Restore Factory Defaults page, click the Maintenance ->
Restore Factory Defaults tab from the menu bar.

# Home - Maintenance Restore Factory Defaults

Restore Factory Defaults

The following checked configurations will be preserved through
the restore operation. You can make changes to the list in the
preserve configuration page.

SDR
SEL

IPMI

Network

KVM
Authentication
Syslog

Web

Redfish

B save

Figure 124. Restore Factory Defaults Page
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The fields on the Restore Factory Defaults page include

® SDR: Click this option to preserve the SDR settings during restore factory
defaults process.

® SEL: Click this option to preserve the SEL settings during restore factory
defaults process.

® IPMI: Click this option to preserve the IPMI settings during restore
factory defaults process.

® Network: Click this option to preserve the Network settings during
restore factory defaults process.

® NTP: Click this option to preserve the NTP settings during restore factory
defaults process.

® SNMP: Click this option to preserve the SNMP settings during restore
factory defaults process.

® SSH: Click this option to preserve the SSH settings during restore factory
defaults process.

® KVM: Click this option to preserve the KVM settings during restore
factory defaults process.

® Authentication: Click this option to preserve the Authentication settings
during restore factory defaults process.

® Syslog: Click this option to preserve the Syslog settings during restore
factory defaults process.

® Web: Click this option to preserve the Web settings during restore
factory defaults process.

® Redfish: Click this option to preserve the Redfish settings during restore
factory defaults process.

® Save: To perform the restore factory defaults process with configured
settings.

Reset

Reset page provide the option for users to perform a BMC cold reset to reset
the device.

To view the Reset page, click the Maintenance -> Reset tab from the menu
bar.

Reset

BMC Cold Reset

Figure 125. Reset Page
The fields on the Reset page include

® Reset: Click the Reset button to perform a BMC cold reset to reset the
device.

Sign Out

To log out the BMC web service properly, click the Sign out button or tab is
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recommended.

To perform a sing out, click the Sign out tab from the menu bar or click the
Sign out button from the current user window on the top right corner of the
BMC WebUI screen.

admin - Administrator

Profile Sign out

Figure 126. Sign Out Button on the Current User Window
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3.0

3.1

3.1.1

3.1.2

3.1.3

OEM IPMI Commands

This chapter provides the information of the OEM IPMI commands supported

on BMC AST2500 controller of ASRock Rack mainboard

Supported OEM IPMI Commands
The Network Function (NetFN) of ASRock Rack OEM IPMI Commands is shown

in the following:

() NetFn: Ox3A

The supported OEM IPMI Commands are listed in the following:
Table 1. Supported OEM IPMI Commands

Command Subcommand Description

Code Code
0x52
0x67 ---
0x82
0x83 ---
0xEO OxOF

Master Write Read

Get Boot Complete
Set Sensor Monitor
Get Sensor Monitor
Get CMM IPv4 Address

The details about each OEM IPMI command are listed in the following.

0x52 - Master Write Read

Byte Data Field
Request Data 1 12C Bus
2 Salve Address
3 Read Count
4:N | Data Write (Up to 50 Bytes)
Response Data 1 Completion Code
2:N | Data Read

0x67 - Get Boot Complete

Data Field

Completion Code

Byte
Request Data -
Response Data 1
2

BMC Boot State
00h = BMC is booting
01h = BMC boot completed

0x82 - Set Sensor Monitor

Byte Data Field
Request Data 1 Sensor Monitor Config
00h = Disable
01h = Enable
Response Data 1 Completion Code
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3.1.4 0x83 - Get Sensor Monitor

Byte Data Field
Request Data - -
Response Data 1 Completion Code
2 Sensor Monitor Config
00h = Disable
01h = Enable
3.1.5 OxEO - OxOF — Get CMM IPv4 Address
Byte Data Field
Request Data 1 Subcommand code
OFh = Get CMM IPv4 Address
Response Data 1 Completion Code
2:5 | CMM IPv4 Address
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4.0

4.1

4.2

4.3

LED Indicator

This chapter provides the description of LED indicator on the mainboard which
controlled by BMC.

BMC Heartbeat LED

The BMC Heartbeat LED Indicator is used to indicate the BMC firmware
running status. The status behaviors are list below:

Table 2. BMC Heartbeat LED Status

Color Status Description

Green  Solid Off ® System AC power off.

BMC firmware not running.

System AC power on.

BMC firmware is initializing.

BMC firmware is updating firmware
image.

BMC firmware is ready.

BMC firmware is running in
manufacturing (MFG) mode.

Solid On

Slow Blinking (~1Hz)
Fast Blinking (~4Hz)

UID LED

The UID (Unit Identification) LED Indicator is used to locate the particular
server system when it is deployed in the rack. It can help users to quickly
identify a server system for maintenance.

Table 3. UID LED Status

Color Status Description
Blue Solid Off ® Press the UID Button while UID LED is
turn on.
® [PMI Chassis Identify command “Turn Off
Identify”.
Solid On ® Press the UID Button while UID LED is
turn off.
® IPMI Chassis Identify command “Force
Identify On”.
Blinking (~0.5Hz, keep about @ Trigger the action “Temporary On” from
8 seconds) BMC Web UI for identify use.
® [PMI Chassis Identify command
“Identify”

System Fault LED

System Fault LED Indicator is used to indicate the system status while system
in the failure status.

Table 4. System Fault LED Status

Color  Status Description
Amber  Solid Off The following sensors are in de-asserted
status:
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Color  Status Description
CPU PROCHOT
CPU THERMTRIP
CPU CATERR
DRAM Error
FAN
Solid On The following sensors are in asserted
status:
® CPU PROCHOT
CPU THERMTRIP
CPU CATERR
DRAM Error
FAN

4.4 FAN Fault LED

FAN Fault LED Indicator is used to indicate the system FAN status.
Table 5. FAN Fault LED Status

Color Status Description
Amber  Solid Off The system FAN is running in normal.
Blinking (~1Hz) The system FAN in failure status. E.g.

system FAN is not running, system FAN
speed is running lower/Higher than the
sensor monitoring value or system FAN is
removed while host is power on.
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