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1. Introduction of Megarac SP

Megarac SP allows remote access of computers with BMC (Baseboard
Management Controllers) and IPMI (Intelligence Platform Management
Interface). System administrators may easily monitor system health or
manage computer events of remote computers via the web based Megarac
SP GUI using standard Internet browsers.




2. Megarac SP GUI Overview

2.1 Login page

Password:
Language: Engish v
Beauired Browser Setings

1. Asow popups frominis stie @

2. Alow fie download from this site. (How to Il
3. Enabie javascript for this siie. @

4. Enable coakses for this sne. @

Itis racommended not to use Refresh, Back and Forward options of
the browsar

The default username and password are both “admin”. It is recommended
to change the username and password after your first login.




2.2 Dashboard

+ admin (15msrae i
Dashboard | FRU Information  Server Health  Configuration  Remote Control  Auto Video Recording  Maintenance  Firmware Update
~
Dashboard
Dashbaard gives the overall informanan about the S13tus of e dévice and reMOte SeVel
Device Information Sensor Monitoring Event Logs
Firmwars Revision:  0.7.0 Unknoues (82253
Firmware Byild Time: Feb 27 2014 17.32.44 CST Status sensor Reading FRNT_FAN3 (0.14%)
Free Space (98 64%)
T
Network Information (Edity bl b
WAG Adress.  BOSFF4ESFFEF “aves 348 Volts
V4 Network Mode: DHCP Voo 174 valls
1Pvt Address:  192.158.30.4
V6 Network Mode: Disable veen 152 Vaits
i 105V 1079 Voits
Power Supply Information: ~]
o —_— veeio_out 1.01 voits
Modet BAT 3.1Voits Remote Control Launch

Revision:
Location: bl 3.35 Voits
Date
Senal

Location LED Status : @ ON

516 Valis
-12v 123 Valis
CPU_FAN1 1000 RPM
REAR_FAN1 ot Available
FRNT_FAN1 ot Available

FRNT_FAN2 ol Available

e & & & & & & 0 & 0 0 0 00
2
LT - - T - - - - T - R - R R R )

FANT_FAN3 ol Avaitable

The dashboard displays overall information about the status of the device.

Device Information
Displays the Firmware Revision and Firmware Build Time (Date and Time).

Network Information
Shows network settings for the device. Click on the link Edit to view the
Network Settings Page.

Remote Control

Start remote redirection of the host by launching the console from this
page. Clicking on the ‘Launch’ button of the ‘Remote Control’ will cause
the jviewer.jnlp file to be downloaded. Once the file is downloaded and
launched, a Java redirection window will be displayed.

Remote Console Preview Box
It will show the console preview of the remote server by using a java
application. Click on the ‘Refresh’ button to reload the console preview.

Sensor Monitoring
It lists all available sensors on the device, with information such as status,
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name, reading, and status icon, as well as a link to that sensor’s page.
There are 3 possible states for a Sensor:

* Green dot denotes a Normal state.

* Yellow exclamation mark denotes a Warning state.

* Red x denotes a Critical state.

The magnifying glass allows access to the Sensor details page for that
Sensor.

Event Logs
A graphical representation of all events incurred by the various sensors
and %occupied/available space in logs. If you click on the color-coded
rectangle in the Legend for the chart, you can view a list of those specific
events only.




2.3 Field Replaceable Unit (FRU)
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Dashboard | FRU Information | Server Health  Configuration  Remote Control  Auto Video Recording

Field Replaceable Unit{FRU)

This page gives for n s system

Basic Information:
FRU Davice 1D |
FRU Device Name BMC_FRU
Chassis Information:
Chassis Information Area Format Version o
Chassis Type
Chassis Part Number
Chassis Serial Number
Chassis Extra
Board Information:
Board Information Area Format Version: 1
Language ]
Manutacture Date Time Fri Jul 27 153100 2012
Board Manufacturer ASRock
Board Product Name
Board Serial Number
Board Part Number
FRU File 1D

This page displays the BMC FRU file information. On selecting a particular
FRU Device ID its corresponding FRU information will be displayed.

Basic Information
It displays the FRU device ID and device name for the selected FRU
device ID.

Chassis Information

It displays the following Chassis information fields.
» Area Format Version

* Chassis Type

* Chassis Part Number

* Chassis Serial Number

* Chassis Extra

Board Information

It displays the following Board information fields.
* Area Format Version

* Language

» Manufacture Date Time

* Board Manufacturer
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* Board Product Name
* Board Serial Number
» Board Part Number

* FRU File ID

» Board Extra

Product Information

It displays the following Product information fields.
» Area Format Version

* Language

» Manufacturer Name

* Product Name

* Product Part Number

* Product Version

* Product Serial Number
* Asset Tag

* FRU File ID

* Product Extra




2.4 Server Health

2.41 Sensor Readings

& admin (Ao~

Dashboard  FRU Information  Server Health  Configuration  Remote Control  Auto Video Recording  Maintenance  Finmware Update.

3 -
Sensor Readings

Al $0201 retated information will e displayed here. Double cick 0N a 8cord 1 1aggle (ON / OFF) the ive wicget for that particular seasor

[MiSemsors ] Sensor Count: 18 sensors
Sensor Name Status Current Reading 3
ATX-5VSB
«3vsa Nommal 35vons ATX+5VSB: 5.069 Voits NORMAL
i) Mol LTk Thresholds for this sensor Live WingeT OFv | On
veem Nomal 152 Vots 8
i o 1000 Yol Lower Non-Recoverable (LNR). 4 049 Volls Upper Nan-Recoverable (UNR). 8029 Volts
VEICio Ol Homsl A01 Vol Lower Crtial (LC): 4250 Vaits Ugger Cribcal (UC) 5750 Volts
BAT Nomal 31 vons Lower Nos-Crbcal (LNC) 45 Vots Upper Non-Gritical (UNC) 549 Volts
- Normal 3.36 Volts
-5V MNosmal 516 Volis.
v Nomai 123 voas Graphical View of this sensor's svents
CcPU_FANT Homal 1000 RPM
REAR_FAN1 Homal Not Avaiable .
FRNT_FANI Homal Not Avaiiable
FRNT_FAN2 Homal Not Avaiable o
FRNT_FAN3 Homal Not Avaiable e L
MB Temperature Nomal wc
TR1 Temperature Mosmal o'c un [to)
CPU Temperatuse Nosmal B'c
ue )
wee [ty

A list of sensor readings will be displayed here. Click on a record to show
more information about that particular sensor, including thresholds and a
graphical representation of all associated events. Double click on a record
to toggle (ON / OFF) the live widget for that particular sensor. You can filter
the list to view particular sensors only using the drop-down listbox.

NOTE: N/A represents Not Applicable.
Live Widget
Turn On or Off the live widget for this sensor. This widget gives a dynamic

representation of the readings for the sensor.

View this Event Log
Click this button to go the event log page for the viewed sensor.
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2.4.2 Event Log

FRU Information  Server Hesith | Configuration  Remote Control  Auto Video Recording  Maintenance Fimmm'Updlll

Event Log

Events genesated by Ie system will b8 10gged here. Dauble-click on 3 r8cord 1o s6e descriplion
[l Evants. | fiter by. [All Sensors v Event Log: 13 event entries, 1 page(s)

® BMC Timezone ) Csent Timezone  UTC Offset: (GMT+-0) L

Event 1D _Time Stamp Sensor Nama 3 Seasor Type Descr
S7aiam Racouegured OEM Systam Boot Cvent Unosimingd
1 03032014 11:44:15 Unknown ‘System Event System Hardware Failure, Entry Added to Auxiliary Log PEF Action - A
System Reconfigured OEM System Boot Event Undetermined
12 03032014 114415 Unknown System Event System Haraware Fallure ENly AG0EG 10 ALxdliary Log PEF Action -
Asserted
System Reconfigured OEM System Boot Event Undetermined
n OVOVZ014 034449 Unknown System Event zsle;n:smﬂsr! Fallure,Entry Added fo Awaliary Log PEF Action -
seto
System Reconfigured, OEM System Bool Evant Undetermined
10 0VON2014 03:44:49 Unknavn System Event System Hardware Failure Eniry Added to Auxiiary Log, PEF Action -
Assarted
E] 022772014 182221 FRNT_FAN3 Fan Lower Non-Critcal - Going Low - Asserted
] 02272014 18:2218 FRNT_FAN3 Fan Lower Non-Crical - Going Low - Deasserted
7 0212112014 182704 FRNT_FAN3 Fan Lower Non-Critical - Gaing Low - Asserted
L] 0272772014 182059 FRNT_FAN3 Fan Lower Non-Crilical - Gaing Low - Deasserted
5 022772014 18.20.58 FRNT_FAN3 Fan Lower Non-Crilical - Going Low - Asserled
Sy519m Reconkgurea OEM System Bool Event Undetermines
4 022772014 18:20.08 Unknawn System Event System Hardware Failure, Eniry Added to Auiiiary Log PEF Action -
Asserted v
Systom red, OEM Undetermined

Clear All Event Logs

This page displays the list of events incurred by different sensors on
this device. Double click on a record to see the details of that entry. You
can also sort the list of entries by clicking on any of the column headers.
You can use the sensor type or sensor name filter options to view those
specific events logged in the device.

BMC Timezone
Check this option to display the event log entries logged with the BMC
Timezone value.

Client Timezone
Check this option to display the event log entries logged with the Client
(user’s) Timezone value.

UTC Offset

Displays the current UTC Offset value based on which event Time Stamps
will be updated. Navigational arrows can be used to selectively access
different pages of the Event Log.

Clear All Event Logs
Clear All Event Logs option will delete all existing records for all sensors.
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2.4.3 System and Audit Log

“This page di jice (1 the options have been configured)

Systemiog | Audit Log | UTC Offset: (GMT+/-0)

L L | This Filter: 2 event eniries
Event ID 3 Time Stamp HosiName . Description
Mar 3 03.16.48 AMIECSFFAESFFEF Kernel Helper Module Driver Version 12
2 Mar 3 03 1648 AMIBCSFF4ECFFEF Kerme! Copynight (c) 2006 American Megatrends Inc

If configured, these logs will display all the system and audit events that
occurred on this device.

NOTE: Logs have to be configured under ‘Configuration -> System and Audit Log’ in

order to display entries.

System Log
Click the System Log tab to view all system events. Entries can be filtered
based on their classification levels.

Audit Log
Click the Audit Log tab to view all audit events for this device.
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2.5 Configuration

2.5.1 Active Directory Settings

+ admin |Aceator) £ Refresh & Print

Dashboard  FRU Information  Server Health  Configuration  Remote Control  Auto Video Recording  Maintenance  Finmware Update. HELP

Active Directory Settings

| Advanced Settings |

The ‘Active Daectory' is y y settings. Cick on bution.

The list below shows the current list of configured Role Groups. If you would ke to delete or mody a role group, select the name in the kst and press Delete Role Group or Modify Role Group. To add a new Role
Group, select an unconfigured siot and press Add Role Group

Number of configured Role groups: 0

Add Role Group | | Modify Role Group | | Delete Roke Group

The displayed table shows current configured Role Groups and the
available slots. You can modify, add or delete role groups from here. Group
domain can be the AD domain or a trusted domain. Group Name should
correspond to the name of an actual AD group. To view the page, you must
be at least a User. To modify or add a group, you must be an Administrator.

NOTE: Free slots are denoted by “~” in all columns for the slot.

Advanced Settings

Click this option to configure the Active Directory Settings. Options are
Enable Active Directory Authentication, User Domain name, Time Out and
up to three Domain Controller Server Addresses.

Add Role Group
Select a free slot and click ‘Add Role Group’ to add a new role group to the
device. Alternatively, double click on a free slot to add a role group.

Modify Role Group
Select a configured slot and click ‘Modify Role Group’ to modify that role
group. Alternatively, double click on the configured slot.

Delete Role Group
Select the desired role group to be deleted and click ‘Delete Role Group’.
13




2.5.2 DNS Server Settings

TR =

—Rnck —

Dashboard  FRU Information  Server Health | Configuration  Remote Control  Aulo Video Recording

DNS Server Settings

Manage DNS settings of the device.
Host Configuration

Host seings [Fuorsic |
Host Name AMIBCSFFAESFFEF
Reglster BIC
bondo 1 Registes BMC
®) Direct Dynamic DNS () DHCP Clent FQDN
Domain Name Configuration
Domain Settings [bondD_vd ~]
Domain Name
Domain Name Server Configuration
DNS Server Settings bondl ~]
19 Priority LTS 1Pvs.

DNS Servert 1689511
DNS Serverz 168.95.192.1

DNS Serverd

Save | | Resat

This page is used to configure the Host name and Domain Name Server
configuration of the device.

Host configuration
Host Settings
Choose either Automatic or Manual settings.

Host Name
It displays the hostname of the device if Auto is selected. If the Host setting
is chosen as Manual, then specify the hostname of the device.

Register BMC

Choose the BMC's network port to register with the DNS settings. Check
the option ‘Register BMC’ to register with the DNS settings. Choose the
option ‘Direct Dynamic DNS’ to register with direct dynamic DNS or choose
‘DHCP Client FQDN'’ to register through a DHCP server.

Domain Name Configuration

Domain Settings

It lists the options for the domain interface as Manual, v4 or v6 for multi
LAN channels.

14




Domain Name
It displays the domain name of the device if Auto is selected. If the Domain
setting is chosen as Manual, then specify the domain name of the device.

Domain Name Server Configuration

DNS Server Settings

It lists the options for the DNS interface, Manual and available LAN
interfaces.

IP Priority

If the IP Priority is IPv4, it will have 2 IPv4 DNS servers and 1 IPv6 DNS
server. If the IP Priority is IPv6, it will have 2 IPv6 DNS servers and 1 IPv4
DNS server.

NOTE: This is not applicable for Manual configuration.

DNS Server1,2 & 3
Specify the DNS (Domain Name System) server address to be configured
for the BMC.
* An IPv4 Address is made of 4 numbers separated by dots as in
“XXX XXX XXX XXX
* Each number ranges from 0 to 255.
* The first number must not be 0.

DNS Server Address will support the following:
* |IPv4 Address format.
* IPv6 Address format.

Save
Click ‘Save’ to save any changes made. You will be logged out of current
Ul session and will need to log back in.

Reset
Reset the modified changes.
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2.5.3 System Event Log

System Event Log

This page is used 1o configur the System Event log infarmatin
Current Event Log Policy : LINER
(& Enable Linear Event Log Poiicy

© Enable Circular Event Lag Policy

Save | [Reset |

This page is used to configure the System Event log information.

Current Event Log Policy
It will display the configured Event Log Policy.

Linear Event Log Policy
Check this option to enable the Linear System Event Log Policy for the
Event Log.

Circular Event Log Policy
Check this option to enable the Circular System Event Log Policy for the

Event Log.

Save
Click ‘Save’ to save the configured settings.

Reset
Click ‘Reset’ to reset the modified changes.

16




2.5.4 Images Redirection

& admin (Ao~ © Rafresh % print

Dashboard  FRU Information  Server Health  Configuration  Remote Control  Auto Video Recording  Maintenance  Finmware Update. HELP

Images Redirection

FRamote Madia is used 1o mount the images from remole system and perform redirection [ T Mada Settings. Click on | Advanced Settings
“Advanced Seftings' bulton L .|

Humber of available Images: 0

# A ge Type nage Name Redirection Status
1 Floppy - -

2 CDOVD

3 Haragisk

SunRediection | Addlmage | Replaceimaga | Delote Image

The displayed table shows configured images on BMC. You can add or
replace the images from here to the remote media. Only one image can
be configured for each image type. To configure the image, You need
to enable Remote Media support using ‘Advanced Settings’. To add or
replace an image, you must have Administrator Privileges.

NOTE: Free slots are denoted by “~”.

Start/Stop Redirection

Select a configured slot and click ‘Start Redirection’ to start the remote
media redirection. It is a toggle button, if the image is successfully
redirected, then click the ‘Stop Redirection’ button to stop the remote
media redirection.

Add Image
Select a free slot and click ‘Add Image’ to configure a new image to the
device. Alternatively, double click on a free slot to add an image.

Replace Image

Select a configured slot and click ‘Replace Image’ to replace the existing
image. Alternatively, double click on the configured slot.

Delete Image
Select the desired image to be deleted and click ‘Delete Image’.

NOTE: Redirection needs to be stopped to replace or delete the image.

17




2.5.5 LDAP/E-Directory Settings

_@d‘ o

+admin (1o~

Dashboard  FRU Information  Server Health  Configuration  Remots Control  Auto Video Recording  Maintenance Fimmunllpdlb

LDAP/E-Directory Settings

LDAP/E-Directory Is cumenty disabled. To enzble LDAP/E-Directory and configure s settngs. Cick on ‘ASvEnced Setings’ bulton. | Advanced Setings |

“The list balow shows the current st of configurad Role Groups. If you would ke to delets or moddy a role group, select the name in the kst and press Delete Roa Grou or Modity Role Group. To add a new Role
Group, select an unconfigured siot and press Add Role Group

Number of configuted Role groups

Add Role Group | | Modify Role Group | | Delete Role Group

The displayed table shows the configured Role Groups and available
slots. You can modify or add/delete role groups from here. The Group
Search Base can be any path from where a Group is located to the Base
DN. The Group Name should correspond to the name of an actual LDAP/
E-Directory group. To view the page, the user must at least be a User. To
modify or add a group, the user must be an Administrator.

NOTE: Free slots are denoted by “~” in all columns for the slot.

Advanced Settings

Click this option to configure LDAP/E-Directory Advanced Settings. Options
are Enable LDAP/E-Directory Authentication, IP Address, Port, Bind DN,
Password and Search base.

Add Role Group
Select a free slot and click ‘Add Role Group’ to add a new role group to the
device. Alternatively, double click on a free slot to add a role group.

Modify Role Group
Select a configured slot and click ‘Modify Role Group’ to modify that role
group. Alternatively, double click on the configured slot.

Delete Role Group
Select the desired role group to be deleted and click ‘Delete Role Group’.

18




2.5.6 Mouse Mode Settings

_@d‘ o

Dashboard  FRU Information  Server Health  Configuration  Remote Control  Auto Video Recording

Mouse Mode Settings

Redirection console mouse mode setlings can be modiied here.

Current Mouse Mode : ABSOLUTE

Set Made to Relative (Recommended when server OS is Liniox)

Set Made to Absolute (Recommended when server OS is Windows)

LES-11

Save | [ Reset |

The Redirection Console handles mouse emulation from the local window
to the remote screen using either of the two methods. Only ‘Administrator’
has the right to configure these options.

* Relative Mouse mode

* Absolute Mouse mode

+ Other Mouse mode

Relative Mouse mode

The Relative mode sends the calculated relative mouse position
displacement to the server. To select this mode select the “Set mode to
Relative” option.

Absolute Mouse mode
The absolute position of the local mouse is sent to the server. To select
this mode select the “Set mode to Absolute” option.

Other Mouse mode
Select Other Mode to have the calculated displacement from the local
mouse in the centre postion, sent to the server. Use this mode for SLES 11
Linux OS installation.

Save
Click ‘Save’ to save any changes made.

Reset
Click ‘Reset’ to reset the modified changes.
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2.5.7 Network Settings
"/EReck American
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Dashboard  FRU Information  Server Health  Configuration  Remote Control  Auto Video Recording

Network Settings

Manage network selings of the davice.

AN Intertace [
LAN Settings ¥ Enable
MAC Address [BCSFFeESFFEF |
1Bv4 Configuration
Obtain an P address automatically M use DHCP
1Pv4 Address 192 16830 44
Subnet Mask 255 2662550
Default Gateway 192 16830 1
1Pv§ Configuration
1PvS setings Enadle
Obtain an IP address automatically Use DHCP
1PVE Address
Subnet Prefix length o
Default Gateway
VLAN Configuration

VLAN Settings ] Enstle

This page is used to configure the network settings for available LAN
channels.

LAN Interface
Select the LAN interface to be configured.

LAN Settings
Check this option to enable LAN support for the selected interface.

MAC Address
This field displays the MAC address of the selected interface (read only).

IPv4 Configuration
It lists the IPv4 configuration settings.

Obtain an IP address automatically
Enable ‘Use DHCP’ to dynamically configure the IPv4 address using
Dynamic Host Configuration Protocol (DHCP).

IPv4 Address, Subnet Mask, Default Gateway
If DHCP is disabled, specify a static IPv4 address, Subnet Mask and

20




Default Gateway to be configured for the selected interface.

* An |IP Address consists of 4 sets of numbers separated by dots as in
“XXK XXX XXX XXX

 Each set ranges from 0 to 255.

* The first Number must not be 0.

IPv6 Configuration
It lists the IPv6 configuration settings.

IPv6 Settings
Check this option to enable IPv6 support for the selected interface.

Obtain an IP address automatically
Enable ‘Use DHCP’ to dynamically configure the IPv4 address using Dy-
namic Host Configuration Protocol (DHCP).

IPv6 Address
Specify a static IPv6 address to be configured for the selected interface.

Subnet Prefix length
Specify the subnet prefix length for the IPv6 settings.
* Value ranges from 0 to 128.

Default Gateway
Specify the v6 default gateway for IPv6 settings.

VLAN Configuration
It lists the VLAN configuration settings.

VLAN Settings
Check this option to enable VLAN support for the selected interface.

VLAN ID
Specify the Identification for VLAN configurations.
* Value ranges from 2 to 4094.

NOTE: VLAN ID cannot be changed without resetting the VLAN configuration.
VLAN ID 0, 1, 4095 are reserved VLAN ID5.

VLAN Priority
Specify the priority for VLAN configurations.
* Value ranges from 1 to 7.

NOTE: 7 is the highest priority for VLAN.

21




Save
Click ‘Save’ to save any changes made. You will be prompted to log out of
the current Ul session and log back in at the new IP address.

Reset
Click ‘Reset’ to reset the modified changes.

22




2.5.8 Network Bonding Configuration

~ Rack
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Dashboard  FRU Information  Server Health  Configuration  Remote Control  Auto Video Recording  Maintenance  Finmware Update.

Network Bonding Configuration

‘The following opticns are to configure networking bonding for the device.
Network Bonding & Enable

Default Interfaces both _ ~|

Auto Confiquration  Enable

Save | [ Resat

This page is used to configure the network bonding configuration for
network interfaces.

NOTE: A minimum of 2 network interfaces are required to enable Network bonding
for the device.

Network Bonding
Check this option to enable network bonding for network interfaces.

NOTE: If VLAN is enabled for slave interfaces, then Bonding cannot be enabled.
VLAN can be disabled under Configuration -> Network -> VLAN.

Default Interfaces
Choose any one of the bonding interfaces for configuring active slave(s).

Auto Configuration
Enable this option to configure the interfaces in service configuration
automatically.

NOTE: If Auto configuration is disabled, then interfaces in services can be configured
via IPMI command. If Auto configuration is enabled, then all the services will be

restarted automatically.

Save
Click “Save” to save the current changes.

NOTE: Disabling bonding will disable the Bonding-VLAN configuration.
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Reset
Click “Reset” to reset the modified changes.
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2.5.9 Network Link Configuration

~ Rack

& admin (Ao~

Dashboard  FRU Information  Server Health  Configuration  Remote Control  Auto Video Recording  Maintenance  Finmware Update.

Network Link Configuration

Manage network ink setlings of the device.
LAN Interface il ~]
Auto Negotiation ® oN O oFF
Link Speed 100 Mbps w
Dupiex Mode Full Duplex v

[[Save ] [Resat.

This page is used to configure the network link configuration for available
network interfaces.

LAN Interface
Select the required network interface from the list to which the Link speed
and duplex mode is to be configured.

Auto Negotiation
This option is enabled to allow the device to perform automatic
configuration to achieve the best possible mode of operation (speed and
duplex) over a link.

Link Speed
Link speed will list all the supported capabilities of the network interface. It
can be 10/100/1000 Mbps.

Duplex Mode

Select any one of the following Duplex Modes.
+ Half Duplex

* Full Duplex

Save
Click ‘Save’ to save the settings.

Reset
Click ‘Reset’ to reset the modified changes.
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2.5.10 NTP Settings

— Rack— Megatrends

+ admin (lomnsrator) £ Refresh & Prnt # Logout

Dashboard ~ FRU Information  Server Health  Configuration  Remots Control  Auto Video Recording  Maintenance  Firmware Update HELP

NTP Settings

Hefe you Can either configure this NTP SeMver Of view 3nd Modity the cevice's Date & Time Seltngs
Date: March ) ¥ [FiE ™
Time: 52
{hh e ss) i) £ 1
UTC Timezone:  [(GMT+/-0) | Houris)

NTP Server: [poslntp.org

[ automatically synchronze Date & Time wilh NTF Server

Refresh | [ Save | [ Resat

This page displays the device’s current Date & Time Settings. It can be
used to configure either Date & Time or NTP (Network Time Protocol)
server settings for the device.

Date
Specify the current Date for the device.

Time
Specify the current Time for the device.

NOTE: As a year 2038 problem exists, the acceptable date range is from 01-01-2005
to 01-18-2038.

NTP Server

Specify the NTP Server for the device. Check the ‘Automatically
synchronize’ option to configure the NTP Server. The NTP Server will
support the following:

* IP Address (Both IPv4 and IPv6 format).

* FQDN (Fully qualified domain name) format.

UTC Offset
UTC Offset list contains the UTC offset values for the NTP server, which
can be used to display the exact local time.

NOTE: Use the correct UTC offset after adjusting for DST.
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Automatically synchronize
Check this option to automatically synchronize Date and Time with the
NTP Server.

Refresh
Click ‘Refresh’ to reload the current date & time settings.

Save
Click ‘Save’ to save any changes made.

Reset
Click ‘Reset’ to reset the modified changes.
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2.5.11 PAM Ordering
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PAM Ordering

This page is used 10 CoNMgUr thes PAM Drdering for he 5er aulheatication,

[ save | [ Resat |

This page is used to configure the PAM order for user authentication into
the BMC.

PAM Module
It shows the list of available PAM modules supported in BMC.

Move Up

Click on the required PAM module, it will be selected. Click on the ‘Move
Up’ option to move the selected PAM module one step before the existing
PAM module.

Move Down
Click on the required PAM module, it will be selected. Click on the ‘Move
Down’ option to move the selected PAM module one step after the existing
PAM module.

Save
Click ‘Save’ to save any changes made.

NOTE: Whenever the configuration is modified, the web server will be restarted
automatically. The logged session will be logged out.

Reset
Click ‘Reset’ to reset the modified changes.
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2.5.12 PEF Management
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PEF Management

Us# Mis page 10 configure Event Filter, Alert Poscy and LAN Destination To dslete of modify & enlry, seiect itin the i1 and press “Delste” or "Modify”. To 300 a new entry, 58Kt an unconfigured siot and press
AT

| EventFitter MenPolicy | | LAN Destination
Configured Event Filter count: 13
PEFID 3 Filter Configuration (Event Filter Action Event ity 3 Sensor Name

: 5 : = ~

3 Enabled |Alert) Unspectied Ay

4 Enabled [Alert] Unspecified Any

5 Enabled [adert) Unspecified Any

1] Enabled e unspedified Any

7 Enabled [Alert] Unspecified Any

2 Enatled Jader] Unspecified Any

9 Enadled A Unspecilied ANy

10 Enabled JAler] Unspecified Any

1 Enabled e Unspectied Ay

7 Enabled TAlert] Unspecified Any

13 Enabled Jader] Unspecified Any

1 Enadiea pter Unspeciied any

1% Enabled |Alert] Unspecified Any

0 = = 5 v
Add | | Modiy | | Delete

This page is used to configure the Event Filter, Alert Policy and LAN
Destination. To view the page, the user must at least be an Operator. To
modify or add a PEF, the user must be an Administrator.

NOTE: Free slots are denoted by ~” in all columns for the slot. For more information,
refer the Platform Event Filtering (PEF) section in IPMI Specification.

Event Filter

Click the Event Filter tab to show configured Event filters and available
slots. You can modify or add new event filter entries here. A maximum of 40
slots are available and include the default of 15 event filter configurations.

Alert Policy

Click the Alert policy tab to show configured Alert policies and available
slots. You can modify or add new alert policy entries here. A maximum of
60 slots are available.

LAN Destination

Click the LAN Destination tab to show configured LAN destinations and
available slots. You can modify or add new LAN destination entries here. A
maximum of 15 slots are available.
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Send Test Alert
Select a configured slot in the LAN Destination tab and click ‘Send Test
Alert’ to send a sample alert to the configured destination.

NOTE: Test alerts can be sent only with SMTP configurations set to enabled. SMTP
suppport can be enabled under Configuration->SMTP.

Add
Select a free slot and click ‘Add’ to add a new entry to the device.
Alternatively, double click on a free slot.

Modify
Select a configured slot and click ‘Modify’ to modify that entry. Alternatively,

double click on the configured slot.

Delete
Select the desired configured slot to be deleted and click ‘Delete’.
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2.5.13 RADIUS Settings
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RADIUS Settings

Check e Box bW 10 enabie RAD! @ enter e Press o save your changes

RADIUS Authentication [ Enabie

port 1812

Time Out 3 saconds
Server Adaress

Secret

To enable/disable RADIUS, check or uncheck the “RADIUS Authentication”
Enable checkbox respectively.

NOTE: Generic FreeRADIUS alone is supported.

RADIUS Authentication
Check the option ‘Enable’ to enable RADIUS authentication.

Port

Specify the RADIUS Port.

* The default Port is 1812.

* Port value ranges from 1 to 65535.

Time Out

Specify the Time out value.

* The default Time out value is 3 seconds.
* Time out value ranges from 3 to 300.

Server Address

Enter the ‘IP address’ of the RADIUS server

* An IP Address is made of 4 numbers separated by dots as in
“XXK XXX XXX XXX

» Each Number ranges from 0 to 255.

* The first Number must not be 0.
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The server address will support the following:
* IPv4 Address format.
* |Pv6 Address format.

Secret

Enter the ‘Authentication Secret’ for RADIUS server
» Secret must be at least 4 characters long.

» Space is not allowed.

NOTE: This field will not allow more than 31 characters.

Save
Click ‘Save’ to save the settings.

Reset
Click ‘Reset’ to reset the modified changes.

32




2.5.14 Configure Remote Session
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Configure Remote Session

‘This page is used to configure virtual media configuraion sattings for e next redirection session.

Virtual Media Attach Mode Auto Attach v

This page is used to configure virtual media configuration settings for the
next redirection session.

Virtual Media Attach Mode

Two types of VM attach modes are available:

* Attach - Immediately attaches Virtual Media to the server upon bootup.

» Auto Attach - Attaches Virtual Media to the server only when a virtual
media session is started.

Save
Click ‘Save’ to save the current changes.

NOTE: It will automatically close the existing remote redirection either KVM or

Virtual media sessions, if any.

Reset
Click ‘Reset’ to reset the modified changes.
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2.5.15 Services

Services

Balow s a st of services running on the BMC. It shows current status and other basic informatian about the services. Select a siol and press Modity” bulton fo madiy the services configuraion.

Number of Services: 7

1 web Adive bondd 80 443 1800 20 5
2z km Acive bandd 7578 7582 WA 2 ]
3 cd-media Active. bandd 5120 5124 HiA 1 0
4 tomedia Actve banad 5122 5126 WA 1 []
5 he-media Actve bandd 5123 5127 WA 1 ]
[] =n Actve. NiA NiA 2 600 NiA NA
7 teinst Actve NiA 2 MiA 500 WA N

This page is used to display the basic information about services running
in the BMC. To modify a service, the user must be an Administrator.

Modify
Select a slot and click ‘Modify’ to modify the configuration of the service.
Alternatively, double click on the slot.

NOTE: Whenever the configuration is modified, the service will be restarted

automatically. Users have to close the existing opened session for the service if needed.
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2.5.16 SMTP Settings
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SMTP Settings
Manage SMTP seftings of ihe device
LAN Channel Number 1 ~l
Sender Address I |
Machine Name —
Primary SMTP Server
SMTP Support ¥ Enatie
Server Address [
("] SMTP Server requires Authentication
user Name
Password
Secondary SMTP Server
SMTP Supgort ™ Enatie
Server Address |

[ SMTP Server requires Authentication

User Name

Password

This page is used to configure the SMTP settings.

LAN Channel Number
Select the LAN channel to which the SMTP information needs to be
configured.

Sender Address
Enter the ‘Sender Address’ valid on the SMTP Server.

Machine Name

Enter the ‘Machine Name’ of the SMTP Server.

* Machine Name is a string of maximum 15 alpha-numeric characters.
* Space, special characters are not allowed.

Primary SMTP Server
It lists the Primary SMTP Server configuration.

SMTP Support
Check this option to enable SMTP support for the BMC.
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Server Address

Enter the ‘IP address’ of the SMTP Server. It is a mandatory field.

* An IP Address is made of 4 numbers separated by dots as in
“XXK XXX XXX XXX

» Each Number ranges from 0 to 255.

* The first Number must not be 0.

The server address will support the following:
* IPv4 Address format.
* |IPv6 Address format.

SMTP Server requires Authentication
Check the option ‘Enable’ to enable SMTP Authentication.

Note: SMTP Server Authentication Types supported are:

« CRAM-MD5

« LOGIN

« PLAIN

If the SMTP server does not support any one of the above authentication types, the
user will get an error message stating, “Authentication type is not supported by SMTP

Server”

Username

Enter the username to access SMTP Accounts.

» The User Name can be 4 to 64 alpha-numeric characters.

« It must start with an alphabet.

* Special characters ‘,;’ (comma), .’ (colon), ‘;’ (semicolon), *  (space) and
(backslash) are not allowed.

Password

Enter the password for the SMTP User Account.
» Passwords must be at least 4 characters long.
» Space is not allowed.

NOTE: This field will not allow more than 64 characters.
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Secondary SMTP Server

It lists the Secondary SMTP Server configuration. It is an optional field. If
the Primary SMTP server is not working, then it tries the Secondary SMTP
Server configuration.

Save
Click ‘Save’ to save the new SMTP server configuration.

Reset
Click ‘Reset’ to reset the modified changes.
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2.5.17 SSL Certificate Configuration
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SSL Certificate Configuration

This page is used 1o configure SSL cericale inta the BMC. Using this, e device can be accssed in a secured mode. Upioad SSL 0ation i used 10 upiaad the carniicals and privale key e into e BNC.
Genorate SSL option & used to generate the SSL cenificale based on configuration delais. View SSL option is used 1o view he uploaded SSL certificale in readabie format

| upioad ssL Generate SSL View SSL
Curent centicae [T dan 10000001870 |
New Certificate E 1]
‘Current Privacy Key Thu Jan 1 00:00:00 1970
New Privacy Key E L
| Upload

This page is used to upload a new SSL certificate and privacy key.

NOTE: Please check the current BMC time in NTP under the Configuration menu
while uploading the SSL certificate.

Current Certificate
The current certificate, uploaded date/time information will be displayed
(read only).

New Certificate
Browse and navigate the certificate file.
* The certificate file should be of pem type

Current Privacy Key
The current privacy key, uploaded date/time information will be displayed
(read only).

New Privacy Key
Browse and navigate the privacy key file.
* The privacy key file should be of pem type

Upload
Click ‘upload’ to upload the SSL certificate and privacy key into the BMC.

NOTE: Upon successful upload, HTTPs service will be restarted to use the newly
uploaded SSL certificate.
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2.5.18 System and Audit Log Settings
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System and Audit Log Settings

Or you ©f Budit events. Press the Save Bulton 10 Save your changes.
system Log 1 Enavie

Log Type ® Locaileg O Remote Log

File Size (in bytes) 50000

Rotate Count o

Server Address

Audit Log | Enatie

[ Save | [ Reset |

This page is used to configure the System and Audit log settings.

System Log
Check the option ‘Enable’ to enable system logs.

Log Type
Select the Log type for system logs, whether it should be preserved in a
local file or on a remote server. Local file resides at /var/log/.

File Size
If Local log is selected, specify the size of the file in bytes.
» Size ranges from 3 to 65535.

Rotate Count

When logged information exceeds the specified file size, the old log
information automatically gets moved to backup files based on the rotate
count value. If the rotate count is zero, the old log information gets cleared
permanently each time.

* Value ranges from 0 to 255.

Server Address

Specify the remote server address to log system events. The server
address will support the following:

* [P Address (Both IPv4 and IPv6 format).

* FQDN (Fully qualified domain name) format.
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Audit Log
Check the option 'Enable’ to enable audit log.

Save
Click 'Save' to save the configured settings.

Reset
Click 'Reset' to reset to the previously saved values.
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2.5.19 User Management
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User Management

Tho st Dalow Shows the Curment list of availabie users. To Goselo f MOGH 3 User, Sslect IS Rame in the iS1 and press “Delete User of "Madify User”. To 504 3 new user, S48t an unconfigured siot and press.
“Add User™

Mumber of configured users: 2

UsedD 3 Usemame Usor Access Hetwork Privilege 3 Email I
ananymous Disabled Administiator -
admin Enabled Adminisirator

Add User | | Modify User Defate User

The displayed table shows any configured Users and available slots.
You can modify or add new users from here. A maximum of 10 slots are
available, including the default admin and anonymous. It is advised that
the anonymous user’s privilege and password should be modified as a
security measure. To view the page, you must have Operator privileges. To
modify or add a user, You must have Administrator privileges.

NOTE: Free slots are denoted by “~” in all columns for the slot.

Add User
Select a free slot and click ‘Add User’ to add a new user to the device.
Alternatively, double click on a free slot to add a user.

Modify User
Select a configured slot and click ‘Modify User’ to modify that user.
Alternatively, double click on the configured slot.

Delete User
Select the desired user to be deleted and click ‘Delete User’.
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2.5.20 Virtual Media Devices

"TEReck e’

Virtual Media Devices

‘The following option will allow to configure virtual media devices.

Floppy devices [~
CDIDVD devices T V]
Harddisk devices. [T ~|
SO Media Support  Enable

[[Save] [Resat]

Use this page to configure Virtual Media device settings.

Floppy devices
Select the number of floppy devices that support Virtual Media redirection.

CD/DVD devices
Select the number of CD/DVD devices that support Virtual Media
redirection.

Hard disk devices
Select the number of hard disk devices that support Virtual Media
redirection.

SD Media Support
Check this option to enable SD Media support in BMC.

Save
Click ‘Save’ to save the configured settings.

Reset
Click ‘Reset’ to reset the previously-saved values.
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2.6 Remote Control

2.6.1 Console Redirection
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Console Redirection

Press the button lo launch the redirection console and manage the server remolely

Launch the remote console redirection window from this page. To launch it,
you must have Administrator privileges.

NOTE: A compatible JRE must be installed in the system prior to the launch of the
JNLP file.

Java Console

Click ‘Java Console’ which will cause the jviewer.jnlp file to be downloaded.
Once the file is downloaded and launched, a Java redirection window will
be displayed.
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2.6.2 Power Control and Status
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Power Control and Status

The curment Server power Stalus is Shown below. To parior a pave solect ong and press “Perte

Host is curvently on

© Resat Server

©) Power Off Server - Immesiate

©) Power ON Server - Orgeny Shutdown
Power On Server

Power Cycle Server

Parform Action

This page helps you to view or perform any host power cycle operations.

Reset Server
Select this option to reboot the system without powering off (warm boot).

Power Off Server - Inmediate
Select this option to immediately power off the server.

Power Off Server - Orderly Shutdown
Select this option to initiate operating system shutdown prior to the

shutdown.

Power On Server
Select this option to power on the server.

Power Cycle Server
Select this option to first power off, and then reboot the system (cold boot).

Perform Action
Click ‘Perform Action’ to perform the selected option.
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2.6.3 Java SOL
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Java SOL

Press the button 10 launch e Java SOL.

Java SOL

Launch the Java SOL, you must have Administrator privileges.

NOTE: A compatible JRE must be installed in the system prior to the launch of the
JNLP file.
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2.7 Auto Video Recording

2.7.1 Triggers Configuration

Triggers Configuration
“This page aows W6 LSS 10 CONGUAE WINEN events will gger e ulO Video BCOICing TuNCton of the KVM server
] Temperature/Voitage Critical Events. ] Temperature/Voltage Non Critical Events.
[ Temperature/Voltage Non Recoverable Events [ Fan state changed Events
] Watchdog Timer Events. ] Chassis Power on Event
[ Chassis Power off Event [ chassis Reset Event

[] Particular Date and Time Event
Date: March ¥ |3 v #i v -
(] LPC Reset Event

Time: :
iy 12 00 2

Save | | Raset |

Configure which events on the page will trigger the auto-video recording
option to start.

NOTE: Maximum of 2 video files can be recorded in BMC.

Event List
You can check/uncheck a box to add/remove that trigger for your system.

Save
Click ‘Save’ to save any changes made.

NOTE: KVM service should be enabled (under ‘Configuration -> Services’) to

perform auto-video recording.

Reset
Click ‘Reset’ to reset the modified changes.
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2.7.2 Video Recording

Video Recording

Below s a st of avaable recorded video fies on the BMC. Select a video and press the “Piay Viseo™ butlon lo piay the video, Seiect a vides and press the "Download” button 1o download and save the video.
Fress the "Delate” button to daleta the selected video.

MHumber of available Video files : 0
§ 3 File Name File Information 3

Data Not Available

Play Video | | Dowmioad | | Delete

This page displays the list of available recorded video files on the BMC.
The various fields of Recorded Video are given below:

# : The serial number.

File Name : The video filename.

File Information : Day, date and time of video upload.

NOTE: A maximum of 2 video files can be recorded in BMC.

Play Video
Select a video and click the Play Video button to play the video file in the
Java Application.

Download

Select a video and click the Download button to download and save the
video file in the client machine. The video will be downloaded in (.avi)
format.

Delete
Click the Delete button to delete the selected video file.
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2.8 Maintenance

2.8.1 Preserve Configuration
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Preserve Configuration

This age alows Mo USet 10 CONTQURE The presenve CoNiguration Mems, which willbe used by the Restors Faciory detaulls to préserve the existing Configuralion wiliout ovenwring win default configuration
Click here 10 go to Fimware Update or Restore Factory Detaults
Number of Preserved items: 0
— » Configuration 1
SDR
FRU
SEL
]
Network
NP
g
s5H
oM
Aumenncation

[P P P PRy P
OoOo0oooar

O

Check which configurations need to be preserved, while Restore Factory
Defaults is done.

Configuration list
You can either check/uncheck a check box to preserve/overwrite the
configurations for your system.

Check All
Click this button to check the whole configuration list.

Uncheck All
Click this button to uncheck the whole configuration list.

Save
Click ‘Save’ to save any changes made.

NOTE: This configuration is used by the Restore Factory Defaults process.

Reset
Click ‘Reset’ to reset the modified changes.
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2.8.2 Restore Factory Defaults
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Restore Factory Defaults

“This page willrestore fhe device to defaull configuralion, Press ~ Reslore Factory Defaulls™ 1o restore Ihe device default configuration,

\WARMING: Pleiss note that sher enteng o resors(actory detauls, widges, cther weD pages and servies wil ol work AN open widges wil b closed automatcasy. The Gevice wlress and reboot
in e minutes

Tnis saction tnat wil be ¥ configuration. Click Preserve 1o mossty

Data Not Avallable

Enter Preserve Configuration | | Restore Factory Defaults

This page helps to restore the factory defaults of the device. Please note
that after entering restore factory widgets, other web pages and services
will not work. All open widgets will be closed automatically. The device will
reset and reboot within a few minutes.

Preserve Configuration

Click this to redirect to Preserve configuration page, which is used to
preserve the particular configurations not to be overwritten by the default
configuration.

Restore Factory Defaults
Click this to restore the firmware with default configurations.
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2.8.3 System Administrator
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System Administrator

This page aRows o Set 10 enabie/disabie 2ccess and changs Ihe PassWOR for Ine System Administiator account

Username [sysadmin ]
User Access ¥ Enabie

[7 change Password

Password

Confirm Password

| save | [ Reset |

This page is used to configure the System Administrator configurations.

Username
Username of the System Administrator is displayed (read only).

User Access
Check this option to enable user access for the system administrator.

Change Password
To change the user’s password, check the ‘Change Password’ option. This
will enable the password fields.

Password, Confirm Password

Enter and confirm the new password here.

» Passwords must be at least 8 characters long.
» Space is not allowed.

NOTE: This field will not allow more than 64 characters.

Save
Click ‘Save’ to save the new configuration for the system administrator.

Reset
Click ‘Reset’ to reset the modified changes.
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2.9 Firmware Update

2.9.1 Firmware Update
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Firmware Update

Upgrade firmyare of the device. Press “Enter " to pul the devics

The tabe age during this update i as follows. To configure, choose ‘Image Transfer Protocor under Caniguralion meni
Protacol Type - HTTPHTTRS

WARNING: Piease note that afler entering update mode widgets, other web pages and services wili not work All open widgets wil be closed automabically. I upgrade process is cancelled in the middie of the
wizard, the device will reset

[ Preserve a Configuration. This wil preserva all i the - irrespactiva of the individual Rems marked as oreservelovenita in the table below.
All Configuranion 1BMs Deiow will De prasenved by default during a resiore Tactory ACK "Ef L fy 1 S1a1US Seftings
[ figuragon |

1 SDR Overwrie
2 FRU Overvne
3 SEL Overwrite
4 1P Overwine
5 Netwolk Overwine
L3 NTP Overwrite
7 SHP Overwaile
8 SSH Overwrite
] Ly Overwrite
10 Authentication Overwite

Enter Preserve Configuration | | Enter Update Made |

This wizard takes you through the process of firmware upgrades. A reset
of the box will automatically follow whether the upgrade is completed or
cancelled. An option to Preserve configuration will be presented. Enable
the option, if you wish to preserve configured settings through the upgrade.

Enter Preserve Configuration

Click this to redirect to the Preserve configuration page, which is used to
preserve the particular configurations not to be overwritten by the default
configuration.

Enter Update Mode
Click ‘Enter Update Mode’ to upgrade the current device firmware.
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2.9.2 Image Transfer Protocol
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Image Transfer Protocol

The following option image

Protocol Typs 7
Server Address
Source Path

Retry Count 0

| save | | Reset |

This page is used to configure the firmware image protocol information.

Protocol Type
Protocol type to transfer the firmware image into the BMC.

Server Address

The Server IP address of the firmware image is stored.

* An IP Address is made of 4 numbers separated by dots as in
“XXX XXX XXX XXX

» Each number ranges from 0 to 255.

* The first number must not be 0.

Source Path
Full Source path with filename of where the firmware image is stored.

Retry Count
Number of time(s) to be retried when transfer failure occurs. Retry count
ranges from 0 to 255.

Save
Click ‘Save’ to save the configured settings.

Reset
Click ‘Reset’ to reset the modified changes.
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